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QUESTION NO: 1
Which three permissions are valid on a Unix/Linux file system? (Choose three)

read (r)
write (W)
change (¢)
execute (x)

oowp

Answer: A,B,D
The UNIX/Linux file system have read, write and execute (but not change) file
permissions.

QUESTION NO: 2

You have completed a weekly backup of your network servers. Where should you keep

the tapes, for disaster recovery?

in the CIO's office

in the Network administrator's desk
in a locked safe at an onsite location
in a locked safe at on offsite location

oowp

Answer: D
It is best to keep the tapes offsite in case of theft or fire for example.

QUESTION NO: 3
Which three services does a proxy server provide? (Choose three.)

cached e-mail

cached client files
cached web pages
cached DNS information

oOwp

Answer: A, B, C

A proxy server can cache e-mail, client files, or web pages, but not DNS information.

QUESTION NO: 4
Which two are purposes of a firewall? (Choose two.)

Leading the way in IT testing and certification tools,
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block traffic

permit traffic

verify company policies
authenticate internal users

oOwp

Answer: A, B
A firewall can be used to block or permit traffic depending on port and protocol.

QUESTION NO: 5
Which three methods should you use to achieve fault tolerance? (Choose three.)

tape backup

mirrored servers

RAID disk storage

off-site data archive
uninterruptible power supply

moaw>

Answer: A, B, C
Fault tolerance can be achieved with
e backup to other media (tape for example)
e mirrored servers
e RAID (for example RAID-5) disks which stores parity bits for fault tolerance

An off-site data archive is used for disaster recovery, not for fault tolerance.
UPS are to keep the system up, not for fault tolerance.

QUESTION NO: 6

Your network has a permanent connection to the Internet. Your local network includes
multiple services. You are concerned about hackers gaining access from the Internet. You
decide to set up filtering on ports 100 through 200.

Which service might this affect?

A. FTP
B. NTP
C. HTTP
D. SMTP

Leading the way in IT testing and certification tools,
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Answer: B
NTP use UDP port 123.

QUESTION NO: 7
Given:

=  Network B is IP network 172.17.0.0/16
= The IP address of the router for Network B is 172.17.0.1.

What is the subnet mask for a computer attached to network B?

127.0.0.1
172.17.0.0
172.17.0.1
255.255.0.0
255.255.255.0

moawy»

Answer: D
A 172.17.0.0/16 network uses a 16-bit network mask with is expressed as 255.255.0.0.

QUESTION NO: 8
Which two communications dial-up protocols does Windows 2000 Server natively
support?

PPP

SLIP
TCP/IP
IPX/SPX
NETBIOS

moaQw>

Answer: A, B
Windows 2000 Servers supports PPP (in- and out-coming traffic), and SLIP (only out-
coming traffic).

QUESTION NO: 9
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You are asked to implement a solution that provides for security authentication and
encryption to a private network for a client machine. The client machine needs to connect
to a NetWare server inside the private network.

Which two protocols should implement to provide this functionality? (Choose two.)

SMTP (Simple Mail Transfer Protocol)

TFTP (Trivial File Transfer Protocol)

PPTP (Point-to-point Tunneling Protocol)

SNMP (Simple Network Management Protocol)

TCP/IP (Transmission Control Protocol and Internet Protocol)

moawy»

Answer: C,E
First we must a generic network protocol, for example TCP/IP, and then a remote
protocol as PPTP.

SMTP is for mail, TFTP is used for fail transfers, and SNMP is used to monitor a
network traffic.

QUESTION NO: 10
Given:

= A user has a 24-port switch.
= The user wants to use 12 ports for an [P-based network and 12 ports for an [PX-
based network.

These two networks will not talk to each other.
What should the user implement on the switch?

SNMP

VLANSs

routing

an RMON probe

oOwp

Answer: B
We implement two virtual networks (VLANSs) with the switch.

QUESTION NO: 11
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Given:

= Network A is IP network 192.168.1.0/24

= Network B is IP network 192.168.2.0/24

= One router connects network A to network B correctly, using IP only

= Both networks use many types of machines, including Windows NT machines,
Linux machines, and NetWare servers.

Every computer needs to be able to see every other computer using host names. Which
two protocols should you install? (Choose two.)

DNS
WINS
SNMP
TCP/IP
IPX/SPX

moaw>

Answer: A, D
A: TCP/IP is supported by Windows, Linux, and NetWare.
D: To support host to IP address resolution we used DNS.

Note: DNS is primarily a network service and not a protocol.

Incorrect Answers

B: WINS is used for NetBIOS names, not host names.
C: SNMP is used to monitor network traffic.

E: Linux does not support IPX/SPX.

QUESTION NO: 12
Which two protocols does Network Attached Storage (NAS) use? (Choose two.)

IPX

ATM
TCP/IP
Frame Relay

oOwp

Answer: A, C
NAS supports IPX and TCP/IP.
ATM and frame relay are not protocols supported by NAS:

Leading the way in IT testing and certification tools,
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QUESTION NO: 13
Which two pieces of information are required when logging on to a Windows NT Server?
(Choose two.)

password
username

IP address
MAC address

o0

Answer: A, B
To logon to a Windows NT Server the user must provide username and password.

QUESTION NO: 14
What is the worst time to find out that your weekly full backup job didn't complete?

A. while testing your backup system

B. while trying to recover a new piece of software that was just installed on the
server

C. when a user requests that you restore a file that was mistakenly deleted the day
before

D. when the main server crashes and you need to perform a full system disaster
recovery restore

Answer: D
The worst case scenario would be if the main server crashes.

QUESTION NO: 15
A client machine needs to communicate with a NetWare 3.11 server and a UNIX system.
Which two protocols should you implement?

SNA

TCP/IP
IPX/SPX
NetBEUI
Banyan VINES

moOOw>

Answer: B, C
NetWare 3.11 natively supports with the IPX/SPX protocol.

Leading the way in IT testing and certification tools,
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UNIX and Linux systems use the TCP/IP protocol.

QUESTION NO: 16

You have implemented a permanent connection to the Internet for your home network
that consists of three workstations. You are concerned about the threat of hackers gaining
access from the Internet. You have set up filtering on your DSL router.

You are new unable to access Internet sites by their Domain Names, though you can
access them by their IP addresses.

What is the most likely cause of the problem?

Your DSL router is blocking port 21.

Your DSL router is blocking port 53.

Your DSL router is not logged in to the ISP.
You do not have IP configured on your clients.

o0

Answer: B
The DNS service use port 53.

QUESTION NO: 17
Which name resolution technique does a UNIX host use?

DNS
DHCP

Proxy
LMHOSTS

oOwp

Answer: A
UNIX use TCP/IP and host names. DNS is used for host to IP address resolution.

DHCP (automatic IP configuration of clients) or Proxy server (internet access) do not

apply here.
LMHOSTS files are used for NetBIOS (not host names) to IP address resolution.

QUESTION NO: 18
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-4 Local Area Connection Properties ed |

General I.ﬁ.uthenticatiunl .-'l'-.dvanceu:ll

Connect using:

I BE& Realtek RTLE1323 Family PCI Fast Ethernet MIC #2

Configure. ..

Thiz connection uzes the following items:

I_ILI

B

al |

[natall... Uninztall | Froperties |
— Dezcription
Allovwz your computer o access resources on a Microsoft
nietwork.

[ Show izon in notification area when connected

k. Cancel

A user cannot access files on the network. An examination of the workstation yields the
results in the exhibit.

What is the most likely cause of this problem?

a virus

system file corruption
Windows registry problem
user changed configuration

o0

Answer: D
The user has accidentally removed the installed network components.

QUESTION NO: 19

A network administrator plans on adding DNS to the network and moving server
resources to a new server farm with new addresses. Prior to this addition, HOSTS files
are used to get to resources by host name.

Leading the way in IT testing and certification tools,
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Which statement is true?

A. Users will be able to connect if a DNS server is added to the affected network
segments.

B. Users will be able to connect if a WINS server is added to the affected network
segments.

C. Users will be able to connect if a DNS is enabled on the server and the HOSTS
file is deleted.

D. Users will be able to connect if a DNS is enabled on the workstation and the
HOSTS file is deleted.

Answer: C
The DNS server will replace the hosts files. The old hosts file should be deleted.

QUESTION NO: 20
You are connecting an Apple workstation to a NetWare 4.11 server. The workstation is
unable to connect to the server, but it is able to connect to the Internet.

Which two are possible problems? (Choose two.)

The server is not running NetBEUI

The server is not running AppleTalk

The workstation is not running IPX/SPX

The workstation is not running NetBEUI

The workstation is not running the Microsoft Client for NetWare Networks.

moaw>

Answer: B, C
To communicate the client and the server must use the same protocol. One solution is to
install AppleTalk on the server. The other solution is to install IPX/SPX on the client.

QUESTION NO: 21

All users in an office cannot access the WAN. The office system was up and running this
morning. At 10 A.M. there was an installation of a new employee, including telephone
and network connections. You gather detailed information about the problem from the
office and determine that no other WAN connections are involved.

What is your next troubleshooting step?

A. implement a solution

Leading the way in IT testing and certification tools,
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identify the affected area
established what has changed
select the most probable cause

Answer: B
After establishing the symptoms we should identify the affected area.
One possible order, within Comptia guidelines, when troubleshooting a network is:

1
2
3
4
5
6.
7
8
9
1

0.

. Establish the symptoms

. Identify the affected area. (B)

. Establish what has changed. (C)

. Establish the probable cause of the problem. (D)
. Formulate a solution.

Implement a solution. (A)
Test the solution.

. Recognize potential effects of the solution of the solution.

Document the problem and solution.
Give feedback to the users.

QUESTION NO: 22

Given:

A corporation is adding a new department to its 100BASE-TX network.

A switch is placed into the wiring closet for the new department.

A certified drop from the router is plugged into the switch.

Certified premise wiring is connected into the switch for connection to the wall
outlets.

Some users are able to functions correctly, some are not. What is the most likely cause of
the problem?

o0

The wiring used is Category 5.

The jacks used for the wall outlets are RJ-45.

The inhouse-made patch cables are only using two pairs.

The lengths of the premise wiring cables are shorter than 300 feet.

Answer: C
A possible cause of the problem could defective patch cables.

Category 5 cables and RJ-45 outlets should be used. Length up to 100 meters are
supported in a 100BASE-TX network.

Leading the way in IT testing and certification tools,
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QUESTION NO: 23
Exhibit

i ' Internet

Router A

m

[o] [oocooo] [oo]

Hub

peA—

Workstation

You have finished building a small home network. You find that you cannot attach to
Host X from your workstation. A visual examination reveals all link lights are lit.

Which component is the most likely cause of this problem?

bad cable

misconfigured router

misconfigured modem

more information needed
misconfigured NIC at the workstation

moaw>

Answer: E
The modem, router, and the hub seem to be working. The most likely is a problem with
the local workstation-

QUESTION NO: 24

A new workstation cannot connect to the network. You verify that TCP/IP is installed
correctly. The user uses a static IP address in the correct range for the segment and the
subnet mask is correct.

Why is the user not able to connect to the network?

Leading the way in IT testing and certification tools,
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The DHCP server is down.

The static IP address is a duplicate to one already in use.

A static IP address cannot be used on a network using DHCP.
The user does not have permissions to add a static IP address.

oOwp

Answer: B
Two workstations cannot use the same IP address on the same network. This might be the
reason of the problem.

The other alternatives are false.

QUESTION NO: 25
Exhibit

i ' Internet

Router A

B
.
[o] [oooooo] [oo]

Hub

Workstation

In the configuration shown in the exhibit, the link lights on Interface A of the router and
interface B of the hub are not lit. All other link lights are lit.

Which component could NOT have caused this problem?

hub

router
modem
patch cord

oOwp

Answer: C

Leading the way in IT testing and certification tools,
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The hub, the router, or the cable connecting them could be defective. The modem could
not cause this problem.

QUESTION NO: 26
A technician added a MAU and workstations to an existing office. Users connected to the
new MAU can communicate with each other but not with users on the original MAU.

What should you instruct the field technician to check next?

o0

Answer: C
The ring in port of one MAU should be connected to the ring out port of the other MAU.

QUESTION NO: 27

Exhibit

Windows IP Configuration

Host Name......ooiiiieeenns :
DNS SErVEerS..ieeeeeeeeseenos :
Node TypPe.eee e eeeeeeneennns :
NetBIOS Scope ID............ :
IP Routing Enabled.......... :
WINS Proxy Enabled.......... :
NetBIOS Resolution Uses DNS. :

# Ethernet adapter :

Description................. :
Physical Address............ :
DHCP Enabled................ :
TP AdAresSS . ettt eneeeeeennnns :
Subnet Mask................. :
Default Gateway......ooveunn :
DHCP Server.........coevev... :
Primary WINS Server......... :
Secondary WINS Server....... :
Lease Obtained.............. :
Lease Expires.......cceeee... :

connect a single cable to port 1 on each MAU.

connect the uplink ports to each other on the MAU.
connect the ring in port to the ring out port on each MAU.
connect the ring in port to the ring in port and ring out port to ring out port in each
MAU.

emc454wll

Broadcast

No
No
Yes

Fast Ethernet+56K Modem Card
00-04-00-B3-20-4A

Yes

192.168.10.23

255.255.255.0

192.168.10.1

0306 03 11:23:12 AM
0309 03 11:23:12 AM

Leading the way in IT testing and certification tools,
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You have finished building a small home network. Your DSL provider limits you to one
static IP address. You give the IP address of your DHCP server to the DSL provider.
During testing, you find that you cannot access the Internet from the workstations. You
ping all the devices inside the DHCP server successfully.

What is the cause of the problem?

Bad subnet mask

DNS server not set on the workstations
DNS server not set on the DHCP server
Default gateway not set on the workstations

oowp

Answer: D
The exhibit shows that no default gateway has been configured. A default gateway is
used to reach beyond the local network, to access Internet for example.

QUESTION NO: 28

A user calls the help desk after dialing into the RAS server. The user is unable to connect
to the Internet with a Windows Laptop. The user is able to log in to the server running
IPX/SPX. The IP address is 0.0.0.0.

What is the most likely problem?

The DNS server is down.

The DHCP server is down.

The NetBIOS over TCP/IP has been disconnected.

The workstation has become unplugged from the network.

oOwp

Answer: B
The IP address 0.0.0.0 indicates an IP configuration problem. The DHCP server cannot
be reached.

QUESTION NO: 29
Exhibit

Leading the way in IT testing and certification tools,
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Cable A
Dernarc
Cable C
SO \
0 Modem

Cable B

The circuit shown in the exhibit has a backup-up communications link failure. The telco
has tested clean to the Demarc. The modem responds to a command to go off-hook, but

no dial tone is detected.
What is a possible cause for this dial back-up failure?

router

cable C
cable A
cable B

oOwp

Answer: A(?)
A problem with the router seems most likely.

QUESTION NO: 30
Which device checks the electrical signals being sent out of a port on a NIC?

tone locator

tone generator
crossover cable
hardware loopback

oOwp

Answer: D
A hardware loopback checks outgoing signals of a device.

Leading the way in IT testing and certification tools,
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QUESTION NO: 31
Exhibit

Natme Ve osthAddress Life

SERVEERD <00> UWNIQUE 10, J0u

What does the command output indicate?

a ping to serverQ

a tracert to serverQ

the arp table of server(

the arp cache of server0

the NetBIOS name cache

the NetBIOS connection table

mmoaw>

Answer: E
The NetBIOS name cache is shown.

QUESTION NO: 32
You have replaced a NIC in a workstation on an operating network. The workstation
cannot log on to the server.

What should you do to determine the most likely cause of the problem?

reboot the server

run MAU loopback tests

run server NIC diagnostics

run workstation NIC diagnostics

oOwp

Answer: D
The replaced device should be checked.

QUESTION NO: 33

A new workstation cannot connect to a Windows NT network. The link lights on both the
NIC and the switch show activity. All protocols are installed and the cable is functioning
properly. However, a second user complains of a sudden connection problem.

Leading the way in IT testing and certification tools,
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What is the most likely cause?

DNS servers have not been assigned.
WINS servers have not been assigned.
Duplicate gateways have not been assigned
Duplicate IP addresses have been assigned.

o0

Answer: D
A duplicate IP address, which are not possible on a network, could be explain the
problem for the single user.

The system did work earlier so it cannot be a DNS, WINS or gateway configuration
problem.

QUESTION NO: 34
Exhibit

Active Connections

Proto Local Address Foreign Address State

TCP dell-45:137 DELL: 0 LISTEHNTHG
TCP dell-45:1026 DELL: 0 LISTEHNTHG
TCP dell-45:1031 DELL: 0 LISTEHNTIHG
TCP dell-45:137 DELL: 0 LISTENTHG
TCP dell-45:1031 Serverh: 1433 ESTABRLISHED
TCP dell-45:137 DELL: 0 LISTENTHG
TCP dell-45:138 DELL: LISTENTIHG
TCP dell-45:nbsession DELL: LISTENTHG
TCP dell-45:11487 DELL: LISTEHTIHG
TCP dell-45:1025 DELL: LISTEHNTHG
TCP dell-45:1027 DELL: LISTEHNTIHG
uDp dell-45:nbname * %

UDP dell-45:nbdatagram *:*

uDP dell-45:11487 *: %

Which command's output is displayed in the exhibit?

nbtstat
network
netstat -a
network -a

oOwp

Answer: C
This command shows the state of all sockets .
The -a option tells netstat to show you the status of all open sockets on a machine.

Leading the way in IT testing and certification tools,
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QUESTION NO: 35
A new MAU is added to increase capacity. Users are not able to connect to the LAN. The
network analyzer shows connectivity from the NICs to the RJ-45 plugged into the MAU.

What is the most likely cause?

MAU is set at full duplex

CSU/DSU is disconnected

The ring in and ring out are misconfigured between MAUSs.

The ring in of one MAU is connected to a ring out of other MAU.

oowp

Answer: C

A possible cause of this problem is that the new MAU been incorrectly connected to the
existing network. The ring in on one MAU should be connected to the ring out on the
other MAU.

QUESTION NO: 36

You have replaced a NIC in a workstation connected to a Token Ring network, but the
workstation cannot communicate with the server. What is the most likely cause of this
problem?

The NIC has the wrong IP address

The NIC is set for the wrong speed.

The NIC is plugged into the wrong slot.
The NIC does not have enough memory.
The user does not have access to the server.

moawy>

Answer: B
All NICs on a token ring must operate at the same speed.

QUESTION NO: 37

A small company (A) recently merged with a large company (B). Company A used static
name resolution. The servers from company A were moved to company B's server farm
and readressed. Company B uses DNS to provide name resolution. Users at company A
can reach other servers in the server farm but cannot reach the servers that were moved.

Leading the way in IT testing and certification tools,
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What should you do to correct the problem?

delete the HOSTS file

correct the LMHOSTS file

correct the NETWORKS file
create the static NETSTAT entries.

o0

Answer: A
DNS replaces the static name resolution schema. DNS and HOSTS file use host names.

LMHOSTS file use NetBIOS to IP address resolution.

QUESTION NO: 38
Exhibit

Workstti 5

B8l Workstation C

Serve B
5

Workstation C cannot access Server A. Workstation C can successfully ping Server B.
Workstation A can access Server A.

Which command should you issue at Workstation C to narrow down where the network
failure is located?

A. ping router B
B. tracert Router B
C. tracert Server A

Leading the way in IT testing and certification tools,
www.testking.com

-21 -



NI10-002

D. ping Workstation A

Answer: C

The output of the tracert ServerA command would indicate where the problem occurred

(on Router B, on Router A, or on ServerA).

QUESTION NO: 39
Exhibit

Internet

-[- Router T

b

[ |
[o] [ocoooa] [eo]

il ;
Firewall

Given:

[
=
Web Server

Switch

Wcrksticnn A

= External Web users coming in from the Internet are complaining of slow

connectivity to the Web server.

=  Workstation A can connect to the firewall without error.
=  Workstation A can connect to the Internet without error.

What is the cause of the problem?

a jabbering NIC in the Web server

a jabbering NIC in the DNS server

a bad cable between Workstation A and the switch
a bad cable between Web server and the switch

o0

Leading the way in IT testing and certification tools,
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Answer: A
The problem only concerns connectivity to the Web server. A jabbering NIC on the web
server could cause slow access.

A bad cable would cause interruptions of the communication, not slow access.
A jabbering NIC on the DNS server would cause problems for all DNS traffic, including
internet access.

QUESTION NO: 40
Which TCP/IP port number identifies Telnet sessions?

21
23
25
80
110

moawy»

Answer: B
Telnet uses TCP port 23.

QUESTION NO: 41
What are three characteristics of a public network? (Choose three.)

Host IP addresses are visible only on the LAN.

IP hosts are directly accessible from the Internet.

Network IP addresses are exposed to the Internet.

Network IP addresses are not exposed to the Internet
Additional network IP addresses must be registered with JANA.

moawy>

Answer: B, C, E
A public network uses IP addresses registered with IANA. The IP addresses and the hosts
using the IP addresses are accessible from the Internet.

QUESTION NO: 42
What is the transmission rate of a BRI ISDN circuit switched B channel?

Leading the way in IT testing and certification tools,
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44 Kbps
56 Kbps
64 Kbps
128 Kbps

o0

Answer: C
The transmission rate of a single (out of two) BRI ISDN B channel is 64Kbps.

QUESTION NO: 43
In which OSI layer does a repeater operate?

Network
Physical
Data link
Transport

oowp

Answer: B
A repeater regenerates the signals and work on the physical OSI layer.

QUESTION NO: 44
Which three are true of IP subnets? (Choose three.)

An IP router connects two subnetworks.

Each subnetwork behaves as if it were independent.

Routing between nodes on different subnets is transparent to the users.

Nodes on different subnetworks cannot communicate except through the Internet.

oOwp

Answer: A, B, C

IP subnetworks are connected by IP routers which enables communication between the
subnets. Each IP subnetwork can function independently. Users are not directly aware of
the routing between the subnets.

QUESTION NO: 45
Task
Place an address next to its associated class.

Leading the way in IT testing and certification tools,
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Place an address nextto its associated class.

Term Dafinition

Class A

Addresses to be moved. Not all addresses will be used,

199.105.192 .39 12247.13.19

244002

Leading the way in IT testing and certification tools,
www.testking.com
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Answer:
Place an address next to its associated class.

Term Definitien

Class A

Addresses to he moved. Not all addresses will be used.

244002

Class A networks use a default subnet mask of 255.0.0.0 and have 0-126 as their first

octet.

Class B networks use a default subnet mask of 255.255.0.0 and have 128-191 as their

first octet.

Class C networks use a default subnet mask of 255.255.255.0 and have 192-223 as their

first octet.

QUESTION NO: 46
What OSI layer 4 protocol does Telnet use?

TCP
UDP
ICMP
HTTP

o0

Answer: A
Telnet uses the TCP port 23

QUESTION NO: 47

Leading the way in IT testing and certification tools,
www.testking.com

-26 -



NI10-002

Which two protocols provide OSI Network layer addresses? (Choose two.)

1P

IPX

TCP
SPX
NetBEUI

Mo Ow >

Answer: A, B
The IP and IPX protocols are OSI network layer protocols.

QUESTION NO: 48
Which OSI layer 4 protocol provides connectionless-oriented services?

A. TP

B. UDP
C. TCP
D. ICMP

Answer: B
UDP provided connectionless services.

QUESTION NO: 49
Which protocol defines its address scheme using network classes?

TCP/IP
IPX/SPX
NetBEUI
AppleTalk

SOw

Answer: A
TCP/IP has 3 network classes: A, B, C, and D.

QUESTION NO: 50
What does the last three octets in 00 BO DO 5SA E1 B5 Identify?

Leading the way in IT testing and certification tools,
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the device ID

the type of device

the manufacturer of the device

the network address of the device
the manufacture data of the device

moawy»

Answer: A
This is a MAC address. The first three bytes contain a manufacturer code, the last three
bytes contain a unique station ID.

QUESTION NO: 51
Which network file transfer protocol can be used only utilizing UDP?

A. NNTP
B. IRTF
C. SNMP
D. TFTP

Answer: D
The Trivial File Transfer Protocol transfers files and use UDP

QUESTION NO: 52
Which dial-up protocol is capable of passing multiple LAN protocols across the wire?

PPP
SLIP
POTS
TCP/IP

oOwp

Answer: A
PPP is able to encapsulate different network protocols such as NetBEUI, IPX/SPX, and
TCP/IP.

QUESTION NO: 53
Upon which protocol is HTTPS based?
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SSL (Secure Socket Layer)
IPSec

L2TP

Kerberos

o0

Answer: A
HTTPS is based on the Secure Socket Layer protocol (SSL).

QUESTION NO: 54
Which IPv4 address is a broadcast address for all nodes on the same network?

0.0.0.0
0:0:0:0
255.255.255.255
255:255:255:255

o0

Answer: C
255.255.255.255 1s the broadcast address.
Note that numbers are separated by dots (.) not colons (:).

QUESTION NO: 55
In which two OSI layers does a NIC (Network Interface Card) operate? (Choose two.)

Network
Session
Physical
Data Link
Transport
Application
Presentation

@mmonws

Answer: C,D
A Network Inteface Card (NIC) operates at the physical and the data link layer of the OSI
model.

QUESTION NO: 56
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Which function does a default gateway provide?

assigns an IP address to a client workstation.

provides address translation of an IP address to a host name.

provides a route for packets with destinations outside the local subnet.
provides a pointer to the home server address for the client workstation.

o0

Answer: C
A default gateway enables access to resources outside the local subnet.

QUESTION NO: 57
Which protocol uses names as addresses?

1P

IPX

TCP
SPX
NetBEUI

moawy»

Answer: E
The NetBEUI protocol uses NetBIOS names as addresses.

QUESTION NO: 58
Which is a valid MAC address?

0x0000007B
51:50:VH:0OU:81:2
00:B0:D0:5A:E1:B5
0103FBA1:00000001

oOwp

Answer: C
A MAC consists of six hexadecimal numbers. The first three bytes contain a
manufacturer code, the last three bytes contain a unique station ID.

QUESTION NO: 59
Which transmission medium does a vampire tap connect clients to?
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UTP

STP

fiber optic
coaxial cable

oOwp

Answer: D
Vampire taps are used to connect clients to Thicknet coaxial cables.

QUESTION NO: 60
Which network topology has physical paths between every node in a network of at least
three nodes?

bus
ring
star
mesh

o0

Answer: D
In a mesh topology every node is connected to three or more other nodes.

QUESTION NO: 61
Which fiber connector uses a twist-type attachment mechanism?

A. FC
B. ST
C. SC
D. MT-RJ

Answer: B
An ST (twist-on) connector uses a twist-type attachment mechanism.

QUESTION NO: 62
Which network transmission medium is limited to 10 megabits per second (Mbps) and
can support cable segments up to a maximum distance of 185 meters (607 feet)?
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10Base2
10Base5
10Base-F
10Base-T
10Base36

moawy»

Answer: A

10Base2 network has a maximum speed of 10Mbps and a maximum distance of 185

meters.

10Base5 networks has a maximum distance of 500 meters.
10Base-T networks has a maximum distance of 100 meters.
There are no such standard as 10Base-F or 10Base36.

QUESTION NO: 63
Which device directs the data packet to all hosts on the LAN segment?

hub
router
switch
gateway

oSowp

Answer: A
A hub directs data packets to all devices connected to the hub.

QUESTION NO: 64
Which networking topology has the most connections per node?

bus
ring
star
mesh

oOwp

Answer: D
In a mesh topology each device is connected to at least three other devices.

QUESTION NO: 65
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How many 64 Kbps channels does a BRI ISDN connection support?

Al
B. 2
C. 12
D. 23

Answer: B
A BRI ISDN connection support two 64Kbps channels.

QUESTION NO: 66

Which three media and connectors do 10Base2 networks use? (Choose three.)
A. UTP cable
B. STP cable

RG-58 cable

T-connectors

BNC Terminators

RJ-11 connectors

mTmo o

Answer: C,D, E
10Base2 network use Thinnet coaxial cables (RG-58 cable), T-connectors and BNC
Terminators.

QUESTION NO: 67
Which two network devices pass data based solely on the MAC address? (Choose two.)

hub

router

bridge

Layer2 switch
managed hub

moaQw>

Answer: C,D

MAC addresses are placed on Layer 2, the Data link layer, of the OSI model. MAC

addresses are stored in Network adapters.

C: A bridge is used to connect two network segments. A bridge operates at the Data link
layer and uses a table of learned MAC addresses to forward date to the correct
destination.
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D: Ordinarily switches work at layer 2 of the OSI layer. These switches use MAC
addresses to forward data to the correction destination.
Layer 3 switches are able to work both at layer 2 and layer 3.

Incorrect Answers

A: A hub operates at the physical layer, layer 1, forwarding signals.

B: A router operates at the network layer, layer 3. Typically a router use IP addresses to
route data throughout the network.

E: A managed hub, like ordinary hubs, operates at the physical layer.

QUESTION NO: 68
Task
Click the BNC Connector
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'

The upper connector is a RJ-45 connector.

QUESTION NO: 69
What is the maximum segment length of a 1000Base-T segment?

100 meters
325 meters
550 meters
3 kilometers

0w

Answer: A
The maximum distance of a 1000Base-T segment is 100 meters (like a 10Base-T or a
100Base-T).

QUESTION NO: 70
Which network transmission medium is limited to 10 megabits per second (Mbps) and
can support cable segments up to a maximum of 100 meters (330 feet)?
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10Base2
10Base5
10Base-F
10Base-T
10Base36

moawy»

Answer: D

10Base-T networks has a maximum speed of 10Mbps and maximum distance of 100

meters.

10Base2 network has a maximum distance of 185 meters.
10Base5 networks has a maximum distance of 500 meters.
There are no such standard as 10Base-F or 10Base36.

QUESTION NO: 71
Which IEEE specification uses a logical ring topology?

802.3
802.5
802.12
802.11b

oSowp

Answer: B
The 802.5 standard defines a Token ring network.

QUESTION NO: 72
How many pair of wires does a 10Base-T cable use?

one
two
three
four

oOwp

Answer: B
A 10Base-T cable use two pair of wires.

QUESTION NO: 73
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Where is the packet sent if a client needs to send a packet that is not on the client's
subnet?

local host

default gateway

the nearest bridge

nowhere, because the packet is discarded

oowp

Answer: B
The default gateway is used to reach remote hosts located outside the local subnet.

QUESTION NO: 74
Which protocol is used for error reporting in concert with IP?

SMTP
ICMP

RTMP
SNMP

oSowp

Answer: B
The Internet Control Message Protocol (ICMP ) is used for IP error reporting and IP
maintenance traffic.

QUESTION NO: 75
What does IP use for host name resolution?

A. SAP
B. NDS
C. DNS
D. WINS

Answer: C
Explanation: Host name resolution can be implemented by host files or by DNS.

Incorrect Answers
A: SAP (Service Advertisement Protocol) is used in Novell networks to advertise
network services.
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B: NetWare 4.0, released in 1993, was the first version to include NDS, which at that
time stood for NetWare Directory Services, but is now Novell Directory Services.
D: WINS implements NETBios name resolution, not host name resolution.

QUESTION NO: 76
Which protocol identifies nodes through the use of the MAC address as part of its address
scheme?

TCP/IP
IPX/SPX
NetBEUI
Banyan VINES

o0

Answer: B
The address of an IPX frame is 80 bits. The network portion of an IPX address is 32 bits
long. The host portion of an IPX address is taken from the station's 48 bit MAC address.

QUESTION NO: 77
Exhibit

Bridge

5 5

Workstation B

[o] [cooana] [eo]
HUB A

[=]

Workstation C

— Bl ==
HUB B

In the network shown in the exhibit, Workstation B was moved to a new location on the

same segment as Workstation C, and is no longer able to communicate on the network.

Configurations on Workstation B are correct, and no other users have reported problems.

What is the most likely cause of this problem?
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hub B

hub C
bridge
router B
patch cable

moaw>

Answer: E

The problem is only for one particular computer. A possible cause of the problem is the
patch cable connecting the computer to the Network.

The other alternatives do not apply since they would affect several computers.

QUESTION NO: 78
A client has lost network connectivity in a large multiring environment. What is your first

troubleshooting step?

isolate the ring

restore the ring

remove the failing section
repair the defective component

oSowp

Answer: A
First we should isolate the ring and troubleshoot it locally.

QUESTION NO: 79
A user is unable to access data available to the account department but is able to view the
data. Other users in the accounting department can access all data.

What is the cause of the problem?

bad NIC

insufficient user permission

bad user name and password
accounting system data is corrupt

oOwp

Answer: B
The user has permission to view (=list) the data, but is not able to access (=open) it.
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QUESTION NO: 80
Which media connector connects a client to a 100Base-FX switch?

coaxial

fiber optic
Category 3 UTP
Category 5 UTP

oWy

Answer: B
A 100Base-FX network uses fiber optic cabling.

QUESTION NO: 81
Which cable type is least susceptible to cross-talk?

UTP

STP
coaxial
fiber optic

oowp

Answer: D
There are never any cross-talk in fiber optic cables.

QUESTION NO: 82
Which three platforms can function as a NetWare print server? (Choose three.)

Linux

Palm OS
NetWare 5
Windows CE
Windows NT

moawx>

Answer: A, C, E
Linux, NetWare 5 and Windows NT can all be used for NetWare printers.
Palm OS and Windows CE are used for smaller computer systems.
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QUESTION NO: 83
Which three methods implement disaster recovery? (Choose three.)

tape backup

mirrored servers

a remote hot site

off-site data archive
uninterruptible power supply

moaw»

Answer: A,C,D

To recover from a disaster we should make regular backups (to tape for example) and
keep some of the backup media at an off-site location. Another disaster recovery solution
is to use a remote hot site.

Note: Ordinarily the primary site of operation is the hot site. For backup reasons a
remote cold site can be implemented. The cold site should include appropriate equipment
and resources so that it can become a remote hot site if the local hot site gets hit by a
disaster.

QUESTION NO: 84

Task

You are installing a NIC for 100BASE-TX network.
Click the NIC that a 100BASE-TX network uses.

™, N ™ ™
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A 100Base-TX network use CAT 5 cabling and RJ-45 connectors.

NI10-002

The ST connector is used for fiber optic.
The RJ-11 connector is the standard telephone connector.
The AUI connector is used for 10Base5 networks.

QUESTION NO: 85

Exhibit

C: \WINDOWS>"command™ 10.0.0.131

"command™ 10.0.0.131 with 32 bytes of

Beply from 10.0.0.0.131:bytes=32 time<
131 :bytes=32 time<
.131:bytes=32 time<
131 :bytes=32 time<

Beply from 10.

Reply from 10.
Beply from 10.

"command™ statistics for 10.0.0.131:

Packets Sents = 4, Received = 4, Lost

TTL=120
TTL=120
TTL=120
TTL=120

Approximate round trip times in milli-seconds:

Minimum =

Oms, Maximum = Oms, Average

Which command's output is displayed in the exhibit?

Ooms
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ping
tracert
nbstat
traceroute

oOwp

Answer: A
The ping command would produce such an output.

QUESTION NO: 86
Which TCP/IP utility lets you view the table that contains IP address to MAC address

resolutions?

arp
ping
telnet
tracert
netstat

moaw>

Answer: A
The arp command with the —a switch displays the current ARP entries (IP address to

MAC entries).

QUESTION NO: 87
A user cannot access one of two applications on a server. The other users can access both

applications.
What is your first step to resolve the problem?

reboot the server

reboot the workstation

check the user's password

check the user's access permissions

ask the user to access the problem application

moaQw>

Answer: D
Since the user can access resources on the server we should check the access permissions.

Leading the way in IT testing and certification tools,
www.testking.com

- 43 -



NI10-002

QUESTION NO: 88
Given

= A company is upgrading its existing 10Base-T network to I00BASE-TX for
faster performance.

» The company has purchased and installed a I00BASE-TX switch to replace its
10BASE-T switch.

= The NIC in the workstations are auto-negotiating 10/100 cards.

= After the switch installation, no workstation can communicate.

= A laptop plugged directly into any port on the 100Base-TX switch works fine.

= The old 10BASE-T switch is re-installed and all workstations begin to function.

What is the problem?

The company is using Category 5 cabling

The company is using 10-foot patch cables.

The company is using Category 3 patch cables.

The total segment length to the workstations from the switch is less than 300 feet.

oOwp

Answer: C

Category 3 patch cables only supports 10Mbps not 100Mbps.

Category 5 cabling is required, there is no problem with 10-foot patch cables, and the
maximum segment length in a 100Base TX network is 100 meters (330 feet).

QUESTION NO: 89
What should you configure to allow nodes on one local network to communicate with
nodes on another network?

WINS

DHCP

ARP Cache
default gateway

oOwp

Answer: D

Explanation: To allow communication outside the local subnet you must specify a
default gateway. The default gateway provides access to resources outside the local
subnet.

Leading the way in IT testing and certification tools,
www.testking.com

- 44 -



NI10-002

QUESTION NO: 90
Which OSI layer is responsible for dividing data into frames so it can be sent across a
network?

Network
Data Link
Physical
Session
Transport

moawy»

Answer: B
The data link layer disassembles data into frames (and assembles them from frames).'

QUESTION NO: 91
Which protocol is used by most e-mail programs?

FTP (File Transfer Protocol)

TFTP (Trivial File Transfer Protocol)

SMTP (Simple Mail Transfer Protocol)

SNMP (Simple Network Management Protocol)

oowp

Answer: C
The Simple Mail Transfer Protocol (SMTP) in most e-mail programs.

QUESTION NO: 92
What is the maximum length of'a 1000Base-CX segment?

25 meters
100 meters
550 meters
3 kilometers

oOwp

Answer: A
1000BASE-CX is intended for short-haul copper connections (25 meters or less) within
wiring closets.
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QUESTION NO: 93

You are asked to implement a solution that provides for security authentication and
encryption to a private network for a client machine. The client machine needs to connect
to a NetWare server inside the private network.

Which two protocols should you implement to provide this functionality (Choose two.)

SMTP
TFTP
PPTP
SNMP
TCP/IP

moaw»>

Answer: C, E
First we must use a generic network protocol (TCP/IP). Point-to-point Tunneling
Protocol (PPTP) can be used for security authentication and encryption.

QUESTION NO: 94
You have a Windows NT network of 50 users configured for DHCP. You want to create
dial-in connectivity for the Engineering department. The server has an installed modem.

Where should you configure the modem's services?

A. My Computer -> Control Panel -> Services -> Add -> Remote Access Service

B. My Computer -> Control Panel -> Network -> Services -> Add -> Dial Up
Services

C. Network Neighborhood -> Dial Up Networking -> Services -> Add -> Dial Up
Services

D. Network Neighborhood -> Dial Up Networking -> Network -> Add -> Remote
Access Service

Answer: A

We want to allow the Engineering department dial-in access to the server. We must add
the Remote Access Service (not Dial Up services). We install it as a normal service by
using the Services Control Panel applet.

QUESTION NO: 95
How does user level security differ from share level security in a domain environment?
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fewer privileges can be set

one password is used for everyone to connect

multiple accounts and privileges are centrally administered
privileges and rights cannot be changed on a case-by-case basis

o0

Answer: C
User level security allows a centrally managed security administration.

QUESTION NO: 96
Which two LAN protocols does Windows 2000 Server natively support?

PPP

SLIP
TCP/IP
IPX/SPX
NETBIOS

moawy»

Answer: C, D
Windows 2000 Server natively supports TCP/IP; IPX/SPX, NetBEUI etc.

QUESTION NO: 97
What is the copper cable requirement for 100BaseT?

RG-58 Coax

RG-62 Coax

Category 3 UTP

Category 5 UTP

Telephone Twisted pair (TTP)

moawx>

Answer: D
100BaseT networks require Category 5 UTP cabling.

QUESTION NO: 98
Yu are setting up a data link between two offices of your company. There are 17
employees located in each office. Your main concern as the Network Administrator is the
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speed of the connections and the reliability of transferring of data. You must also
consider cost.

Which solution solves these issues?

connect an ISDN circuit to each workstation in both locations

place a modem on a server in each office to connect to each other

use an ISDN circuit connected to a dedicated server in each building

have each workstation at both locations use a modem to connect to the opposite
office.

oowp

Answer: C
ISDN provides better speed, connection time, and reliability compared to a modem. We
only need one ISDN circuit, not several.

QUESTION NO: 99
What is the process of changing the configuration of an A, B, or C network so that it
treats the network and node number differently?

routing
proxying
subnetting
reverse lookup

o0

Answer: C

By subnetting the network into several distinct networks the address is separate into a
network part and a node number (called subnet mask and host number when using
TCP/IP).

QUESTION NO: 100
Which protocol maps IP addresses to layer 2 addresses?

1P

TCP
UDP
ARP

oOwp

Answer: D
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ARP maps IP addresses to MAC addresses.

QUESTION NO: 101
Which two communication protocols utilize a vector distance protocol to maintain
routing table information?

TCP/IP
NetBEUI
IPX/SPX
AppleTalk

o0

Answer: A, C

TCP/IP and IPX/SPX are routable protocols. They use a vector distance protocol to
maintain routing table information.

NetBEUI and AppleTalk are not routable.

QUESTION NO: 102
According to industry standards, at which OSI layer does a switch operate?

Network
Physical
Transport
Data Link

o0

Answer: D

QUESTION NO: 103
Which protocol links addresses to physical addresses in AppleTalk?

AFP
ASP
AARP
ARAP

oOwp

Answer: C
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AppleTalk Address Resolution Protocol (AARP) maps AppleTalk addresses (network
and node numbers) into LAN hardware addresses (for example, Ethernet or token ring
addresses), and manages the process of each AppleTalk node acquiring its unique
AppleTalk address on these media.

QUESTION NO: 104
Which authentication solution uses tickets in a heterogeneous environment with an
authorization server?

A. SSL
B. L2TP
C. IPsec
D. Kerberos

Answer: D
The Kerberos security system use security tickets.

QUESTION NO: 105
Which type of network uses network addresses assigned by the IANA?

A. POTS network
B. public network
C. ARCNet network
D. private network

Answer: B
Public networks use public addresses. These must be acquired through IANA.

QUESTION NO: 106

A user has configured a Windows 9x workstation with a dial-up SLIP connection to an
ISP. The system connects without a problem; however the user cannot access the
Internet.

What is the first thing you should instruct the user to do?

A. verify the userID
B. verify the password
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C. verify the phone number of the ISP
D. change the protocol from SLIP to PPP

Answer: D
SLIP is an older remote access protocol. PPP and PPTP are the preferred remote access
protocols.

QUESTION NO: 107
Which protocol recovers from lost or corrupted packets during transmission?

IP

IPX
UDP
TCP
NetBIOS

moaw»>

Answer: D
TCP is able to recover from lost or corrupted packets.

QUESTION NO: 108
Which medium connects a client to a 100Base-T switch?

coaxial

fiber optic
Category 3 UTP
Category 5 UTP

oOwp

Answer: D
Category 5-UTP cables are used in a 100Base-T network.

QUESTION NO: 109
Which network device provides public to private network security and may also use
Network Address Translation (NAT)?

A. hub
B. bridge
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C. switch
D. firewall

Answer: D
A firewall provides public to private network security by providing ability to permit or
deny ports and protocols. A firewall can also provide NAT.

QUESTION NO: 110
Which TCP/IP port number identifies FTP?

21
23
25
80
110

moaw»>

Answer: A
FTP uses TCP port 21.

QUESTION NO: 111
Which utility should you use to troubleshoot NetBIOS over TCP/IP from Workstation A
to Workstation B on a Windows network?

ping

tracert
nbtstat
netstat

oOwp

Answer: C
The nbtstat utility displays protocol statistics and current TCP/IP connections using
NBT(NetBIOS over TCP/IP).

QUESTION NO: 112
While setting up a new computer on the local subnet, you get the following Windows NT
error message:
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"Your default gateway does not belong to one of the configured interfaces."
What should you do next?

run ftp

run ping
run nbstat
run tracert
run ipconfig

moawy»

Answer: E

The default gateway has been misconfigured. The default gateway setting is an IP
configuration setting. The Ipconfig command line utility can be used to change the IP
configuration parameters.

QUESTION NO: 113
Exhibit
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Workstation A

Workstation B

Workstation B cannot retrieve files from server B. However, workstation A is able to
retrieve files from server B without incident.

What is the most likely cause of this problem?

bus failure

server B failure
router B failure
Token Ring failure

o0
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Answer: A
The failure must be between Workstation B and Server B. A possible source of the failure
is the bus network (or the patch cables, or the NIC of the workstation).

QUESTION NO: 114
Exhibit:

*| Switch

DNS Server

Workstation A

Firewall
Given:

e [External Web users coming in from the Internet are complaining of intermittent
connectivity to the Web Server.

e Workstation A can connect to the Web server without error.

e Workstation A can connect to the firewall without error.

e Workstation A is experiencing intermittent connectivity to the Internet.

What is the cause of the problem?

high utilization on the router

high utilization on the Web server.

a bad cable between Workstation A and the switch.
a bad cable between the Web server and the switch.

oOwp
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Answer: A
High utilization of the router could explain both problems.
High utilization of the Web server could not cause intermittent Internet connectivity.

QUESTION NO: 115
You are troubleshooting at Workstation B. You suspect that there is a TCP session
connected from Workstation A.

Which command should you issue at Workstation B to see if there is an established TCP
connection?

netstat

ipconfig /all

ping Workstation A
nslookup Workstation A

o0

Answer: A
The netstat utility provides information on current TCP sessions.

QUESTION NO: 116
You are connecting a Windows 98 workstation to an existing Novell NetWare 5.1 server.
Network connectivity has already been verified for the workstation.

Which three steps are necessary to authenticate to the server? (Choose three.)

configure the tree

configure the context

install the Novell NetWare client

Install File and Printer Sharing for NetWare Networks.

oOwp

Answer: A, B, C

We should install the Novell NetWare client and configure the tree and a context.

It is not necessary to install File and Printer Sharing for NetWare Networks to be able to
logon to the NetWare server.

QUESTION NO: 117
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You have dispatched a technician to a remote site. After talking through multiple
troubleshooting sequences, you need to have the technician test the Ethernet NIC. You
ask the technician to make a loopback plug.

Which two sets of pins should you connect when creating a hardware loopback plug?
(Choose two.)

A. Tand?2
1 and 3
2and 5
2and 6
3and 4
4 and 6

mmoaw

Answer: B, D
In a loopback plug, pin 1 should be connected to 3, and pin 2 should be connected to pin
6.

QUESTION NO: 118
A remote user is having difficulties dialing in the network from a hotel room. The user
unplugged the cable from the phone and plugged it into the modem. There is no dial tone.

What is the problem?

The dial-up server is not responding.

The modem does not support digital phone lines.

The modem protocols are not configured properly.

The dial-up connection protocols are not configured properly.

oOwp

Answer: D

No dial tone indicates an error on the client, for example a misconfiguration of the dial-
up connections protocols. Both the client and the remote access server must use the same
authentication protocols.

Incorrect Answers

A: There is no dial tone so the dial-up server cannot be reached.

B: Phone lines are mostly used for analog communication. Digital data connections
through are rare (DSL).

C: There are no such things as modem protocols.
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QUESTION NO: 119
Your WAN is spread across 15 locations in multiple states. You receive a call from a user
who cannot use the local printer. You need to determine the extent of the problem.

Which two questions can be eliminated?

A. 1is the problem enterprise-wide?

B. is the problem easy to duplicate?

C. is the problem across the WAN?

D. is the problem isolated to the user's workstation?

Answer: A, C
The problem only involves the local network. It is not a WAN or enterprise problem.

QUESTION NO: 120
You have installed WINS on your server and want to verify that names are resolved via
WINS. Which command should you issue?

arp -1
nbsstat —r
nbtstat —r
nslookup —r

oSowp

Answer: C

NBTSTAT utility can be used to find connectivity problems between TCP/IP and
NetBIOS (WINS resolves NetBIOS names to IP addresses).

The -r parameter of nbtstat stands for resolved. It can give you a quick view of how your
system is resolving and registering names.

QUESTION NO: 121
Given

e A TCP/IP network environment with multiple subnets.
e A user connects to a Windows NT server named CORPSERYV on its local subnet.
e WINS is NOT in use

A user is moved to another subnet. The user is now unable to login to CORPSERV. What
is the problem?

A. a HOSTS file needs to be configured
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B. a LMHOSTS file needs to be configured
C. a SERVICES file needs to be configured
D. a PROTOCOL file needs to be configured

Answer: A

Either host names or NetBIOS names can be used in a TCP/IP network environment.
WINS (NetBIOS name resolution) is not used on the network, so host names must be
used instead. We should configure the HOSTS file.

QUESTION NO: 122
Exhibit

Users on the network segment shown in the exhibit are experiencing slow response time.
Which statement is true?

The network segment is open.

The network is experiencing late collisions due to cable length.
The network token passing is delayed due to large file transfers.
The network is experiencing early collisions due to cable length.

oOwp

Answer: C

Large file transfers could slow down the traffic on a token ring network.

A token ring segment that has an open segment would not function at all.
There are no collisions on token ring networks. Data is transferred in a token.
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QUESTION NO: 123
Exhibit.

IP: 192.168.10.1
Subnet:
255.255.255.240
Configured for

Qwest net
Internet Gatewa

Win NT 4.0 SP6a E

‘ DSL Router

Ethemet

=]
|E| |000000 | ’E]

Hub

Win NT 4.0 SP6a

Q
Win NT 4.0 SP6a Win NT 4.0 SP6a

After installing a DSL router in your small office/home office network, you lose
connectivity to your server. You are able to successfully ping the router. When you issue
an ipconfig command you notice your workstation's IP address is 192.145.15.10.

What is the cause of this failure?

the hub is powered off

the Ethernet cable between the hub and the DSL router is bad.
the Ethernet cable between the hub and the workstation is bad.
the DSL Router is also running DHCP, causing a DHCP conflict.

o0

Answer: D

The Workstation has an incorrect IP address. The DHCP server has not been able to
configure the client. One possible cause of this problem could be a second DHCP server
running on the network leasing an incorrect IP address.

The other alternatives are very unlikely since the only change of the network is the
addition of the DSL router.

QUESTION NO: 124
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Exhibit
C: \WINDOWSY "command™ Serveri

"command™ to ServerX([10.0.0.110]
over a maximum of 30 hops:

1 <10 ms <10 ms <10 ms routerA[l10.0.0.6]
2 <10 ms <10 ms <10 ms routerB[10.0.0.7]
3 <10 ms <10 ms <10 ms ServerX[10.0.0.110]

"command™ complete

Which command's output is displayed in the exhibit?

ping
ping —a
tracert
nbtstat

oowp

Answer: C
The output produced in the exhibit comes from a tracert command. The tracert command
shows all the intermediate steps in the path.

QUESTION NO: 125

Your network uses DHCP to deliver IP settings to the Windows 2000 workstations. Your
Network Administrator split the DNS domain into sub-domains. Users were not notified
of the change until after it went into effect. Some users are now unable to reach the new
sub-domain locations by host name.

What should you instruct users to do to correct this problem?

reinstall the TCP/IP stack

perform an ipconfig/renew

perform an ipconfig/showclassid

configure the subdomains in the IPX/SPX properties dialog box.

configure the IP address of the subdomain in the TCP/IP properties dialog box.

moaQw>

Answer: B
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QUESTION NO: 126

The only Macintosh computer on your network is unable to print to a network print
device. This computer does not have problems connecting to any of the other printers on
your network. You reset the printing device. Windows users have no problem printing to
the device.

What should you do next?

o0

Replace the printing device.

Verify the printer connection to the printing device.

Plug the Macintosh network cable in to a different port on the hub.
Ensure that AppleTalk is an installed protocol on the printing device.

Answer: D
Apple clients, with no additional software, require the use of the AppleTalk protocol for
printing.

QUESTION NO: 127
Exhibit
Windows 98 IP Configuration

Host Hame ... ....................:Clientl.TDW
DHS Servers :

Hode Type

HetBIOS Scope ID

TP Bouting Enabled

WINS Proxy Enabled

HetBIOS Resolution uses DHS

1 Ethernet adapter:

Description

Physical Address

DHCP Enabled

IP Address

Subnet Mask

Default Gateway

DHCP Server

Primary WINS Server
Secondary WINS Server
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Which command's output is displayed in the exhibit?

ipconfig
ipconfig/all
ipconfig/renew
ipconfig/release

o0

Answer: B
Typing ipconfig/all and the command line would produce something very similar to the
exhibit.

QUESTION NO: 128
Your network utilization spikes and stays at a high level. What is your first
troubleshooting step?

isolate the faulty node

verify problem resolution

isolate the faulty cable section

isolate the faulty network segment

isolate the faulty transceiver, transceiver cable, or NIC

moawy»

Answer: D
First we should isolate the network segment in order to find the faulty device.

QUESTION NO: 129
What is the primary purpose of a proxy server?

A. Tt protects the Internet from internal network traffic.

B. It acts as a file on a router that lists which addresses can go where.

C. It acts as an intermediary that recreates the packets and services of the
communication that is trying to get through.

D. It acts as a type of firewall that manages packet sequence and origin to reduce the
chance of hackers hijacking communication sessions.

Answer: D
A proxy server is a kind of buffer between your computer and the Internet resources you
are accessing. The data you request come to the proxy first, and only then it transmits the
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data to you. It acts like in some ways as a firewall and can be used to protect the local
network behind it.

QUESTION NO: 130
Devices within the same VLAN always belong to the same

switch

CSDU/DSU
broadcast domain
Windows NT domain

o0

Answer: C
Virtual network within a switch belongs to the same broadcast domain.

QUESTION NO: 131

You are configuring a Windows NT 4.0 workstation for dial-up networking. It will dial
into a Microsoft Windows NT 4.0 Remote Access Server. The workstation needs to
access a UNIX machine.

Which two should you install on the workstation to perform this operation? (Choose
two.)

A. TCP/IP Protocol

B. NetBEUI Protocol

C. Remote Access Service

D. Novell Remote Console

E. TPX/SPX Compatible Protocol

Answer: A, C

We must use the TCP/IP protocol which is the native protocol of UNIX machines. We
must then install RAS (remote access service) on the NT Server to allow the NT
workstations to log in remotely.

QUESTION NO: 132
Given

e Network B is IP network 172.17.0.0/16
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e The IP address of the router for network B is 172.17.0.1.
What is the default gateway for a computer attached to network B?

127.0.0.1
172.17.0.0
172.17.0.1
255.255.0.0
255.255.255.0

moaw>

Answer: C

The default gateway is often the IP address of the local LAN interface of the router.

QUESTION NO: 133
Which three basic technologies are used with firewalls? (Choose three.)

proxy servers
packet filtering

dynamic routing

Network Address Translation

o0

Answer: A, B, D

Proxy servers functions like firewalls.

Firewalls filters packets.

Firewalls performs Network Address Translation.
Firewalls does not perform dynamic routing.

QUESTION NO: 134
What does a proxy protect?

system data

external users
personnel costs
hardware from failure

oowp

Answer: A
A proxy server protects local data from being exposed to external users.
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QUESTION NO: 135
Which is a benefit of fault tolerance?

the efficient use of network bandwidth

the elimination of a single point of failure

the ability to restore data after a disk crash

the ability to distribute CPU load across multiple servers

oWy

Answer: B
The purpose of fault tolerance is to eliminate a single point of failure.

QUESTION NO: 136
What is the goal of disaster recovery?

to rebuild the structure area around the server farm
to recover all users data/software for all workstations
to recover various non-job-related files from users and workstations

oowp

Answer: D

The goal of disaster recovery is to be able recover data and continue the business.

QUESTION NO: 137
You want to implement two separate networks. You have only one switch.

What should you do to complete your task?

enable SNMP on the switch
enable SNTP on the switch
implement QoS on the switch
implement VLANSs on the switch

oOwp

Answer: D
Virtual local area networks (VLANS) can be implemented within a switch.
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QUESTION NO: 138
Which two benefits does starting Samba on a UNIX/LINUX server provide? (Choose
two)

web access

Telnet access

the server access
print server access

oowp

Answer: C, D
A Samba server provides a centralized server authentication and the print server service.

QUESTION NO: 139
Which four permissions types are available in a Windows NT environment? (Choose
four.)

list
read
write
modify
change

moawy»

Answer: A,B,C,D
There is no change permission in an NT/2000/XP environment. Instead it is called
Modify permission.

QUESTION NO: 140

You have a permanent connection to the Internet for your network. Your local network
includes a Web server and an SMTP server. You are concerned about the threat of
hackers gaining access from the Internet. You have enforced HTTPS access to your Web
server.

After you make this change, your Web server is no longer accessible from the Internet,
but can still be accessed by your internal network users.

What would you predict is causing this problem?

A. Your DNS server is down.
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B. Your Web server address has changed.
C. Your Internet router is blocking port 389.
D. Your Internet router is blocking port 443.

Answer: D
HTTPS (the SSL protocol) use port 443. The router might be blocking this port.

QUESTION NO: 141
Network A is IP network 192.168.100.0/24. What is a valid IP address for a computer
located on network A?

192.168.1.1
192.167.100.10
192.168.100.254
192.168.100.255

o0

Answer: C

Any valid IP address on the 192.168.100.0/24 must have the format 192.168.100.xx since
the subnet mask is 24 bits. We cannot use the 192.168.100.255 address since it is
reserved for broadcasts. The 192.168.100.254 address can be used however.

QUESTION NO: 142
Which two application protocols does Network Attached Storage (NAS) use? (Choose
two.)

A. NFS
B. EMI
C. ATM
D. SMB
E. HDLC

Answer: A, D
NAS can use the Network File System (NFS) or Server Message Block (SMB).

QUESTION NO: 143
Which LAN network access security does Windows 2000 Server use?
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SSL
L2TP
IPsec
Kerberos

oOwp

Answer: D
Windows 2000 uses the Kerberos protocol for access security.

QUESTION NO: 144

Which networking topology requires less hardware and cabling than other topologies?

bus
ring
star
mesh

oSowp

Answer: A
A bus network requires only a single cable trunk.

QUESTION NO: 145
Which networking topology is the easiest to reconfigure?

bus
ring
star
mesh

oOwp

Answer: C
A star topology requires virtually no reconfiguration.

QUESTION NO: 146
Which networking topology connects computers via multiple paths?

A. bus
B. ring
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C. star
D. mesh

Answer: D
In a mesh topology every node is connected to three or more other nodes.

QUESTION NO: 147
Which device connects multiple computers to create a single logical network segment?

hub
NIC
router
bridge

o0

Answer: A
A hub connects multiple computers to create a single logical network segment.

QUESTION NO: 148
Which connector connects an external transceiver to a NIC?

ST
SC
AUI
BNC
RJ-45

moaQw>

Answer: C
An AUI connector connects the clients via an external transceiver to a Thicknet coaxial

cable.

QUESTION NO: 149
Which connector should you use in a 10BASE2 environment?

A. SC
B. ST
C. BNC
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D. RIJ-11
E. RJ-45

Answer: C
10Base2 networks uses Thinnet coaxial cables. BNC connectors are used to connect
clients to a Thinnet coaxial cable.

QUESTION NO: 150
Which IEEE 802.x standard describes the Physical layer for networks that use a ring
topology?

802.1
802.2
802.3
802.4
802.5

moawy»

Answer: E
802.5 is the Standard for Token ring networks.

QUESTION NO: 151
Which cable type is most susceptible to cross-talk?

UTP

STP
coaxial
fiber optic

oOwp

Answer: A
Unshielded twisted pair cables are most cross-talk susceptible.

QUESTION NO: 152
Devices on a Token Ring network need to access files on a server in an AppleTalk
network. Which device connects the two networks?

A. hub
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B. bridge
C. switch
D. gateway

Answer: D
A gateway is used to connect dissimilar systems. Here the gateway is used to connect two
dissimilar networks.

QUESTION NO: 153
Which device connects a computer to an analog data service provided by the local
telephone company?

fax machine
V.90 modem
ISDN adapter
LAN adapter

oowp

Answer: B
A V.90 modem is used to connect local ISP using the telephone line.

QUESTION NO: 154
Which two connectors could you use with 1000Base-xx Gigabit Ethernet? (Choose two.)

ST
SC
AUI
BNC
RJ-45

moawx>

Answer: B, E
1000BASE-xx defines standards for Gigabit Ethernet on fiber and shielded copper
cabling. 1000Base-xx is defined in 802.3z and includes the following three standards:

e 100BASE-SX defines operation with short (850nm) wavelength lasers using a
dual SC connector

e 1000BASE-LX defines operation with long (1300nm) wavelength lasers using a
dual SC connector:
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e 1000BASE -CX defines operation with 150-Ohm shielded balanced copper cables
up to 25m (jumper cables). 1000Base-CX use over shielded twisted pair cabling
and RJ-45 connections.

QUESTION NO: 155
Task
Click the AUI port on the screen display.
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Answer:

i

1

Don’t select the coaxial port in the middle or the fiber optic to the right.
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QUESTION NO: 156
Exhibit

oopuooooeE g
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Which networking topology is shown?

bus
ring
star
mesh

oOwp

Answer: C
In a star toplogy the clients are connected to a hub.
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QUESTION NO: 157
Task

Click the fiber optic port on the screen display.
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Answer:

[ | (O @[ |

Don’t select the AUI port (to the left), or the coaxial port in the middle.

QUESTION NO: 158

A user cannot access an application on a server. Other users can access the application.
You ask the user to access another application on the same server, and the user is able to
access the other application. What is your next to resolve the problem?

reboot the server

reboot the workstation

check the user's password

check the user's access procedures

ask the user to access the problem application from another workstation

moOwp>

Answer: E
Explanation: Either it is a problem with this computer or it is a problem with the user
account. By trying from another computer we can eliminate one of the causes.

Incorrect Answers

A: The application is functioning at the server. It can be accessed from other
workstations.

B: Rebooting is often a useful practice when troubleshooting. However, other
applications on the server work on the workstation.

C: The user is able to access the server through another application. Apparently he is
logged in to the network

D: There is no such notation called access procedures.

QUESTION NO: 159

Your company is moving into a new building. The cabling company has labeled all
10BaseT jacks for the workstation. However, when you plug in a workstation to a jack
and plug the patch cable from the patch panel to the hub, you do not get a link light on
the NIC or the hub. You have tried to replace both patch cables with known, good patch
cables. It still does not work. What should you do next?

A. Hook a protocol analyzer to the hub.
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B. Reinstall the network interface card driver.
C. Test the cable from wall jack to patch panel.
D. Replace the workstation patch cable with a crossover cable.

Answer: C
Explanation: We should analyze the cable. It could be the cause of the problem.

Incorrect Answers

A: It seems likely that this is a physical problem, not a network configuration problem.

B: It seems likely that this is a physical problem, not a driver problem.

D: A crossover cable should not be used between the PC and the wall jacket. Crossover
cables are used to connect two similar devices, for example two hubs, or two PCs.

QUESTION NO: 160
Which command displays the per protocol statistics? (Be careful to distinguish between
upper and lower case characters.)

arp —s
arp —S
nbstat —s
nbstat —S
netstat-s
netstat-S

mmoaw>

Answer: E and F

Explanation:

E: netstat —s displays detailed network traffic statistics for the IP, ICMP, TCP, and UDP
protocols.

F: netstat —S is the same as netstat —s. It displays detailed network traffic statistics for
the IP, ICMP, TCP, and UDP protocols.

Note: Only nbstat is case sensitive. arp and netstat are not case sensitive.

Incorrect Answers

A: arp —s adds a new entry to the ARP cache.

B: arp -S is the same as arp —s. It adds a new entry to the ARP cache.

C: nbtstat —s displays a list of the computer's currently active NetBIOS settings
(identifying remote computers by name), their current status, and the amount of data
transmitted to and received from each system.
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D: nbtstat —S -displays a list of the computer's currently active NetBIOS settings
(identifying remote computers by IP address), their current status, and the amount of
data transmitted to and received from each system

QUESTION NO: 161
Prior to any new network implementation, which two procedures need to be
implemented? (Choose two.)

compile documentation

disable network logins

implement network load balancing
determine needs and expectations

o0

Answer: A, D

Explanation:

A: Solid documentation of the network implementation will be beneficial later on.

D: Needs are expectations should always be considered before implementing a network.

Incorrect Answers
B: In general, it is not necessary to disable network logins.
C: Load balancing is only required to increase performance.

QUESTION NO: 162
Which two are good password practices? (Choose two.)

keep passwords indefinitely

change passwords every 90 days

maintain minimum password length

use only alphanumeric symbols in passwords

oOwp

Answer: B, C

Explanation:

B: Passwords should be changed regularly.

C: A minimum password length strengthens security.

Incorrect Answers

A: Passwords should be changed regularly.

D: A password should be a mixture of alphanumeric and numbers. It makes it much
harder to guess the passwords.
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QUESTION NO: 163
Given the following information:

¢ Your company's regular business hours are from 8 a.m. to 5 p.m. Monday to
Friday.

e Your supervisor instructed you to run backups only after business hours to avoid
impacting network performance.

e You have a 50 GB tape drive with a data transfer rate of 3600 KB/min, allowing
transfer of 2.1 GB per hour.

¢ You have 40 GB to backup.

On which day(s) can you do full backups? (Choose all that apply.)

Monday
Tuesday
Wednesday
Thursday
Friday

moawy>

Answer: E

Explanation: 2.1 GB per hour and 40 GB to backup make the duration of the backup
process 19.1 hours long. The backup should take place during the weekends, starting
Friday night.

Incorrect Answers
A, B, C; D: There are only 15 non-business hours between 5 p.m. and 8 a.m. The 19.1
hour backup process must not be started Monday to Thursday.

QUESTION NO: 164
Which layer of the OSI model is responsible for establishing, managing, and terminating
communications between two computers?

A. session

. network
physical
transport
data-link
application

mmoaw
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Answer: A
Explanation: The Session Layer controls the establishment the establishing, managing
and terminating communications sessions between presentation layers.

Incorrect Answers

B: The network layer provides logical addressing which device us for path destinations.

C: The physical layer is responsible to move bits between devices and specifies voltage,
wire speed and pin-out cables.

D: The transport layer provides for both reliable and unreliable delivery and error
correction before retransmit.

E: The data link layer combines bits into bytes and bytes into frames, provided access to
media using MAC addresses, and error detection.

F: The application Layer is where the user/applications access the network.

QUESTION NO: 165
On IP networks, what is the term that refers to any device with a logical address?

host
peer
client
server

o0

Answer: A
Explanation: Any device that has a logical address, an IP address, is referred to as a
host.

Incorrect Answers

B: A peer device is a corresponding device. For example all computers in a peer network
are considered equal.

C: Clients are just an example of IP host.

D: Servers are just an example of IP host.

QUESTION NO: 166
Which three are valid TCP/IP protocols? (Choose three)

SAP
TCP
HTTP
DHCP

oOwp
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E. NetBEUI

Answer: B,C,D

Explanation:

B: TCP is a transport layer protocol in the TCP/IP protocol suite.

C: HTTP is a TCP/IP protocol is the engine of WWW.

D: DHCP is a TCP/IP which automates the management of IP configuration of hosts.

Incorrect Answers

A: SAP (Service Advertising Protocol) is a protocol used in Novell networks. SAP is
used to advertise network services. SAP use IPX/SPX not TCP/IP.

E: NetBEUI is a legacy broadcast protocol originally from IBM. NetBEUI does not
support routing and is not a member of the TCP/IP suite.

QUESTION NO: 167
Which TCP/IP protocol gives a logical address to a host?

1P
TCP
UDP
SMTP

o0

Answer: A
Explanation: The logical address is a synonym for IP address in the context of TCP/IP.

Incorrect Answers

B: TCP is a connection-oriented transport layer protocol.
C: UDP is a connection-less transport layer protocol.

D: SMTP is used for transferring mails.

QUESTION NO: 168

You have just installed a 10BaseT NIC into a Windows 95 workstation and you are
trying to configure it on an Ethernet network. After configuring the IRQ and I/O base
address properly, what else must you do?

A. Install network client software.

B. Connect the cable to the MAU.

C. Connect the cable to the network card.
D. Install the terminator at the network card.
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Answer: A, C

Explanation:

A: We need to install network client software, such as network drivers and network
protocols.

C: We must physically connect the workstation to the network through the network card.

Incorrect Answers

B: MAU are specialized hubs used only in token ring network. There is no general
requirement to connect a workstation to a MAU.

D: Terminators are only used on Coaxial cable networks such as 10Base2 (Thinnet) and
10Base5 (Thicknet). However, this workstation use a 10-BaseT NIC so it cannot be
connected to these networks.

QUESTION NO: 169
What utility can allow you to see active connections on a server?

PING

NBTSTAT
NETSTAT
TRACERT

o0

Answer: C

Explanation: Netstat is a command-line program that displays information about a
TCP/IP computer's current network connections and about the traffic generated by the
various TCP/IP protocols.

Incorrect Answers

A: PING is used to test network connectivity.

B: Nbtstat.exe is a windows utility displays information about the NetBIOS over TCP/IP
connections that Windows uses when communicating with other Windows computers
on the TCP/IP LAN

D: TRACERT is used to trace routes throughout the network.

QUESTION NO: 170
What is the default subnet mask for a class C network?

A. 255.255.255.224
B. 255.255.255.0
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C. 255.255.0.0
D. 255.0.0.248

Answer: B
Explanation: Class C networks have a 24-bit subnet mask of 255.255.255.0.

Incorrect Answers

A: This is a 27-bit subnetted subnet mask

C: Class B networks have a 16-bit subnet mask of 255.255.0.0.
D: This is not a correct subnetmask since it is discontigous.

QUESTION NO: 171
Which OSI level handles networking functionality?

Network
Application
Functionality
Physical

oSowp

Answer: D

QUESTION NO: 172

You have 21 Windows NT servers, 6 UNIX servers, 1 Novell 5 server, and 50 Windows
95 workstations.

Choose one protocol that will connect to ALL servers.

1P

DLC
NWLink
NetBEUI

oOwp

Answer: A
Explanation: Novell 5 supports TCP/IP natively. UNIX use TCP/IP. Windows 95 and
Windows NT can be configured for TCP/IP.

Incorrect Answers
B: DLC is mainly used by IBM mainframes and some HP printers.
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C: NWLink is Microsoft’s implementation of IPX/SPX: IPX/SPX is not supported by
UNIX computers.
D: NetBEUI is not supported by UNIX computers.

QUESTION NO: 173
What device can translate between dissimilar network protocols?

A. Router
B. Gateway
C. Bridge

Answer: B
Explanation: A gateway can translate between different protocols. A gateway can
operate on most of layers in the OSI model.

Incorrect Answers

A: A routing routes data throughout the network. It does not translate protocols. Routers
work at the network layer.

C: A bridge is used to physically connect two network segments. A bridge works at the
Data link layer.

QUESTION NO: 174
Which of the following uses FDM (Frequency Division Multiplexing)?

A. Broadband
B. Baseband
C. Wideband

Answer: A
Explanation: In broadband, multiple signals can be transmitted on the same cable
simultaneously by means of frequency division multiplexing (FDM).

Incorrect Answers

B: Baseband only use one signal at a time. Baseband can use time division multiplexing
(TDM).

C: Wideband does not use FDM.
Note: Wideband is a transmission medium or channel that has a wider bandwidth
than one voice channel (with a carrier wave of a certain modulated frequency). This
term is usually contrasted with narrowband.
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QUESTION NO: 175
You transfer data via a WAN and want to secure data. Which of the following is the best
approach?

Share level security
Encrypt Data
Password protect data
Use ISDN

oWy

Answer: B
Explanation: Anyone could have access to the WAN, so the data must be secured by the
means of encryption

Incorrect Answers

A: Share-level security only secures local resources. It does not secure anything
transferred on the WAN.

C: Password-protected data would be unprotected when it is transferred on the WAN.

D: ISDN does not provide any security.

QUESTION NO: 176
What is one security function of a firewall?

Allows people on the Internet to see just one IP address
Does not allow any connections to the server

Manages password functions

Restricts unauthorized users from accessing sensitive data

oOwp

Answer: B

Explanation: A firewall is used to restrict traffic. Traffic can be restricted on ports,
source address, destination address, or protocol. We can restrict access to a specific
server by denying any traffic to the destination address of this server.

Incorrect Answers

A: Network address translation (NAT) hides the local IP addresses from external internet
users. Only one address would be public.

C: Passwords functions are not managed by a firewall.

D: A firewall can not distinguish between authorized and non-authorized users.
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QUESTION NO: 177
Which character signifies the start of a comment line in a HOSTS file?

b

. %u

O 0w
T *@66

Answer: F
Explanation: # is used for comments in hosts files.

QUESTION NO: 178
You are concerned about security in your organization and decide to implement a secure
password policy. What can you do to make your password policy more secure?

Require users to change passwords randomly

Set password expiration to 2 days

Make scheduled changes regularly

Require passwords with random numbers of characters

o0

Answer: C
Explanation: Password should not be kept constant. By changing the passwords
regularly security is enhanced.

Incorrect Answers

A: Users should not change passwords randomly. By using password policies you can
force users to, for example, a minimum password length and passwords that contain
both letters and numerals.

B: Two days is too short time. Also the password changes should be scheduled on a
regular basis.

D: A minimum number of characters should be required.
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QUESTION NO: 179

An employee is complaining that when he turns his lights on in the office, he can't
connect to the network. With the light off his system works fine. What could be the
problem?

There is a voltage drop when the lights are turned on
The NIC needs to be replaced

The cabling system is faulty

All of the above

oWy

Answer: C
Explanation: There is a cabling problem. There is interference between the network
cabling and the power cabling.

Incorrect Answers

A: The problem is constant when the lights are on, not just when the lights are turned on.
B: The NIC works fine when the lights are off.

D: A) and B) are false.

QUESTION NO: 180
Which network resource provides services for users?

Local host
Server
Workstation
ISDN

oOwp

Answer: B
Explanation: Servers provide login services, file services, e-mail services, internet
connectivity services, printing services etc. to the users.

Incorrect Answers

A: Local host is not a service.

C: The workstation only provides a very limited amount of services to the users, such as
the network browsing service.

D: ISDN is not a service.
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QUESTION NO: 181

You have a 10BaseT connection. It is 10 meters between the NIC and the wall plug, 90
meters from plug to wiring closet, and 3 meters from wiring closet to hub. Your computer
cannot connect. What should you do?

Required objectives:
e Connect to the server.
Optional Objectives:
e Faster connection.

e FEasier access for users.

Proposed solution:

Replace the NIC with a 100baseFX NIC

This meets only the required objective and not the optional objective
This meets the optional objective only

This meets the required and optional objectives

This does not meet the required or optional objectives

oOwp

Answer: D

Explanation: The first problem is that UTP that is used in a 10BaseT network has a
maximum distance of 100 meters. Currently there are 103 meters between your computer
and the hub. This is not fixed by changing the NIC of your computer (Required objective
not met).

Furthermore, just using a faster NIC would not improve speeds as long as 10BaseT
cabling still is in use or easier access for the users (optional objectives not met).

QUESTION NO: 182
What three things do you need to specify on a workstation for DNS resolution? (Select

three)

Domain name

Host name

NetBIOS name

IP address of the DNS server

oOwp
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Answer: A, B, D

Explanation:

A: DNS works in domain namespaces. A domain name must be specified.

B: The workstation must have a host name.

D: The workstation must been be configured with the IP address of a DNS server.

Incorrect Answers
B: DNS does not use NetBIOS names.

QUESTION NO: 183
What utility can you use to troubleshoot an HTTP server?

PING
TDR
Telnet
NBTSTAT

o0

Answer: C
Explanation: Telnet can be used to connect to a HTTP server. With telnet you can issue
local commands on the HTTP server which could aid you in troubleshooting.

Incorrect Answers

A: PING can be used to test connectivity to a server. You could test connectivity to the
HTTP server, but this is not actually troubleshooting the HTTP server.

B: A time domain reflectometry (TDR) is used to test network cabling.

D: Nbtstat.exe is a Windows command-line program that displays information about the
NetBIOS over TCP/IP connections that Windows uses when communicating with
other Windows computers on the TCP/IP LAN. This would not be useful in
troubleshooting an HTTP server however.

QUESTION NO: 184
Which two tape backup methods clear the archive attribute? (Choose two.)

Differential
Sequential
Full
Incremental

oOwp

Answer: C,D
Explanation:
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C: A full backup backs up all files and clears the archive attribute of each file that has
been backed up.

D: An incremental backup backs up all files that have changed since the last incremental
or full backup were performed.

Incorrect Answers

A: A differential backup backs up all files that have changed since the last full backup,
but it does not clear the archive bit of those files.

B: Sequential backup refers how data is written to the backup media. It does not refer of
whether the archive bit is cleared or not.

QUESTION NO: 185

Your entire network of 100 computers is bogged down. Everything is connected correctly
and there are no conflicts that you are aware of. What can you use to help isolate the
problem?

NETSTAT
NBTSTAT
Loopback hardware
Network Monitor

o0

Answer: D
Explanation: We need to monitor the network traffic to find out what is causing all the
network traffic.

Incorrect Answers

A: Netstat is a command-line program that displays information about a TCP/IP
computer's current network connections and about the traffic generated by the various
TCP/IP protocols. It could be of some use in this scenario; however it would be better
to monitor the network traffic.

B: Nbtstat.exe is a Windows command-line program that displays information about the
NetBIOS over TCP/IP connections that Windows uses when communicating with
other Windows computers on the TCP/IP LAN.

C: Loopback hardware is used to test the NIC of a computer.

QUESTION NO: 186
Which of the following are features of PSTN? (Choose three)

A. Ease of configuration
B. Inexpensive cost
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C. Readily available
D. 64 Kpbs

Answer: A, B, C

Explanation:

A: Just plug into the phone line.

B: It is inexpensive.

C: Telephone lines are readily available.

Incorrect Answers
D: The Public Switched Telephone Network (PSTN) typically supports speeds of
maximum 56Kbps not 64Kbps.

QUESTION NO: 187

You install a new anti-virus suite in your network of 120 computers. In the same
afternoon, you configure RAID on one system. You are experiencing system crashes
throughout your network. What can you do to correct the problem?

Get the newest anti-virus update from the vendor.

Disable the RAID system.

Check the anti-virus vendor for system patches or service packs.
Uninstall the virus suite.

oOwp

Answer: C

Explanation: The most likely cause of this problem would be related to a problem
between the RAID hardware and the Operating System (OS). Install system patches and
service packs is a good idea. However, you should download them from the OS vendor,
not from the anti-virus vendor.

Incorrect Answers
A, B, D: The anti-virus suite is not the most likely cause of this problem

QUESTION NO: 188
A user complains of slow access to a server. What utility can you use to find the
bottleneck?

A. PING
B. TELNET
C. TRACERT
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D. NBTSTAT

Answer: C

Explanation: Tracert can be used to trace a route between two devices. The trace
includes information connectivity and speed. It would be possible to locate the
bottleneck.

Incorrect Answers

A: Ping only tests connectivity.

B: Telnet is used for remote login.

D: Nbtstat displays information about the NetBIOS over TCP/IP connections. It would
be useful to identify

QUESTION NO: 189
You have sent an email to them@theirmail.au. Your email address is me@mymail.com.
In what order are the domain names resolved?

com, au, theirmail.au, mymail.com,
mymail.com,.com, au, theirmail.au
com, mymail.com.au, theirmail.au

theirmail.au mymail.com, com, au,

o0

Answer: B

QUESTION NO: 190
What is the directory service called in Netware 4.xx?

SPX
IPX

DFS
NDS

oOwp

Answer: D
Explanation: NetWare 4.0, released in 1993, was the first version to include NDS, which
at that time stood for NetWare Directory Services, but is now Novell Directory Services.

Incorrect Answers
A, B: IPX/SPX-is a network protocol of Novell, not a directory service.
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C: Distributed File System (DFS) is a file service, not a directory service. DFS enables
shared drives on servers all over the network to appear to clients as a single combined
share.

QUESTION NO: 191
Which device operates in the Network layer and the Data Link layer?

Router
Brouter
NIC
Bridge

oowp

Answer: B
Explanation:

Incorrect Answers

A: A router operates only at Network layer.

B: A brouter combines the function of a bridge and a router, A brouter operates both at
the Network and the Data Link layer.

C: A NIC operates at the Data Link Layer.

D: A bridge operates only at the Data Link Layer.

QUESTION NO: 192
What is used to resolve a host name on a UNIX server?

IPX
HOSTS
LMHOSTS
ARP

oOwp

Answer: B
Explanation: On a UNIX either a HOSTS file or a DNS server is used for name
resolution. These maps host names to IP addresses.

Incorrect Answers

A: UNIX computers do no use IPX protocol.

C: LMHOSTS file contains NetBIOS to IP address mapping.
D: ARP provides IP to MAC address resolution.
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QUESTION NO: 193
What OSI model transport layer connection type is used by UDP?

A. Connection-oriented
B. Connectionless
C. token transport
D. packet transport

Answer: B
Explanation: UDP is a connectionless protocol.

Incorrect Answers
A: TCP is connection-oriented.
C, D: Token and packet transport does not apply to UDP.

QUESTION NO: 194

You are configuring a workstation to use dial-up networking by installing an ISA internal
modem operating on COM?2 using standard settings. You are unable to initialize the
modem. What is the most likely cause of this problem?

Conflict with IRQ3.
Conflict with IRQ4.
Incorrect IP addressing.
Incorrect IPX addressing.

oOwp

Answer: A
Explanation: This is a likely hardware conflict problem. Two devices are using the same
IRQUESTION NO: COM2 use IRQ3.

Incorrect Answers

B: COM?2 does not use IRQ4.

C, D: This is not a network configuration problem. You don’t have to configure
network protocols in order to initialize a modem.

QUESTION NO: 195
You are servicing a workstation that will not connect to the network. You notice that the
link light on the NIC does not illuminate. You replace the workstation patch cable and
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are still unable to log on to the network. You move the network patch cable to a different
port at the wiring closet hub and the link light is now illuminated. What should you do
next?

Replace the NIC.

Replace the NIC driver.

Attempt to connect and transfer a file.
Document the problem and solution.

o0

Answer: C

Explanation: By moving the patch cable to another port at the wiring closet hub we
seem to have fixed the problem: the NIC light is on. We should go on an attempt to use
the connection.

Incorrect Answers

A: The NIC light is on so the NIC seems to be functioning.

B: We have not tried the NIC driver yet. There is no reason to think that is could cause
any problem.

D: It would probably a good idea to document the fact that a port on the closet hub is
malfunctioning. However, we should first try to use the connection.

QUESTION NO: 196
Which TCP/IP utility is used to determine whether a remote computer is reachable by
sending it multiple ICMP echo requests?

ARP
PING
Telnet
Ipconfig
Winipcfg

moaQw>

Answer: B
Explanation: The PING utility is to test connectivity. PING uses ICMP echo requests.

Incorrect Answers

A: ARP is used to resolve IP address to MAC addresses.

C: Telnet is used to login on remote computers.

D: IPConfig is used to configure IP settings on Windows NT2000/XP/.NET computers.
E: Winipcfg is used to configure IP settings on Windows 9x computers.
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QUESTION NO: 197
Which two are used with digital signatures? (Choose two.)

EncryptAPI

certificate authority
asymmetric algorithm
complete data encryption

o0

Answer: B, C

Explanation:

B: Digital signatures use an asymmetric algorithm. Some data is encrypted and some
data is unencrypted.

C: A certificate authority issues certificates ensuring that the digital signatures are valid.

Incorrect Answers

A: EncryptAPI enables software developer to encrypt data in their applications. It does
not apply to digital signatures.

D: Digital signatures does not provide complete encryption. Public keys are used.

QUESTION NO: 198
What should you use to inhibit the spread of viruses on your peer-to-peer network?

firewall

scandisk utility

tape backup drive

workstation protection program

oOwp

Answer: D
Explanation: A workstation protection program could help stopping the spread of
viruses. It should include an antivirus program that is current.

Incorrect Answers

A: A firewall stops traffic at port and protocol level. It is not used to stop traffic.
B: The scandisk utility is used to diagnose and fix hard disk problems.

C: A tape backup drive does not help in stopping the spread of viruses.

QUESTION NO: 199
Which two protocols can be routed? (Choose two.)
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IP

IPX

TCP
NetBEUI
NetBIOS

moaw>

Answer: A, B
Explanation: IP and IPX are network layered protocols and both can be routed.

Incorrect Answers

C: TCP is a transport layer protocol. Network layer protocol are routed.
D: NetBEUI is broadcast only and it is not routable.

E: NetBIOS is not a protocol in itself.

QUESTION NO: 200
At which layer of the OSI model does the UDP reside?

session
network
physical
transport
data-link
application
presentation

@mmonwx>

Answer: D
Explanation: UDP is connectionless transport layer protocol.

QUESTION NO: 201
Which two Internet protocols can work with application layer proxies? (Choose two.)

A. FTP
B. HTTP
PPTP
SMTP
POP3
Telnet

mTmoo
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Answer: A, B

Explanation: Application layer proxies are applications running on the firewall, which
users on one or both sides of the firewall can communicate with.

The most common example of an application layer proxy is an HTTP proxy. There also
exist FTP proxies which also work at the application layer.

QUESTION NO: 202

You have installed a PCI 100BaseT network card into a Windows 95 workstation. The
workstation cannot see any of the other computers on the network. All other
workstations on the network are operating normally. You have examined the
configuration settings of the network card. The patch cable has passed all tests, but the
workstation still cannot see the network. What additional troubleshooting method would
now be useful?

Internal MAU loopback
External MAU loopback
Internal hardware loopback
External hardware loopback

oSowp

Answer: D
Explanation: By using an external hardware loopback we could test the NIC itself.

Incorrect Answers
A, B: MAUEs are hubs used in token ring networks.
C: There is no such thing as an Internal hardware loopback.

QUESTION NO: 203
Which of the following are connectionless? (Select two)

TFTP
NetBEUI
FTP
HTTP

oOwp

Answer: A, B

Explanation:

A: TFTP, Trivial FTP is connectionless.

B: NetBEUI uses broadcasts and is therefore connectionless.
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Note: Using connectionless protocols packets are sent over the network without regard to
whether they actually arrive at their destinations. There are no acknowledgments or
guarantees.

Incorrect Answers
C: FTP is a connection-oriented application layer TCP/IP tool.
D: HTTP runs of TCP and TCP is connection-oriented. So HTTP is not connectionless.

QUESTION NO: 204
Octet Inc. has 410 users connected with Cat3 cabling in a star configuration using
10BaseT cabling.

Required Results:

¢ Add 60 more users to the existing network
e Increase the speed of the network from 10Mbps to 100Mbps

Optional Results:

e Increase the speed of operations on the application server.
e Allow the clients to connect to the server quicker.

Proposed Solution:

e Put 100Mbps cards in the 100 new machines and add them to the network.
Replace the existing NICs in the clients and the server with 100Mbps cards.
Add more RAM to the server.

Change the protocol binding order on the clients to put the most used protocol at
the top.

The solution meets the required results and both optional results.
The solution meets the required results and one optional result.
The solution meets the required results and no optional results.
The solution does not meet the required results.

o0

Answer: D
Explanation: The speed of the network will not be increased. Cat3 cabling only support
10Mbps. 100Mbps requires Cat5 cabling. The required result is not met.
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QUESTION NO: 205
What multiport device connects network segments and allows full bandwidth on all
ports?

Repeater
Hub
Switch
MAU

o0

Answer: C
Explanation: A switch allows full bandwidth on all ports.

Incorrect Answers

A: A repeater only repeats the signals.

B: A hub splits the available bandwidth between the ports on the hub.
D: A MAU is a hub used in token ring network.

QUESTION NO: 206
You set up a dialup network using the SLIP protocol. You cannot transfer files with FTP
and have problems connecting to the Internet. What is a possible alternative?

Install a proxy with TCP/IP
Try pinging the FTP server
Try pinging the local host
Change to PPP

o0

Answer: D

Explanation: SLIP is an old remote access protocol. SLIP should not be used unless a
required by older equipment or software. A possible cause of the problem in this scenario
could be a Remote Access Server which does not support SLIP.

PPP is more modern remote access protocol and is the preferred solution.

Incorrect Answers

A: A proxy would not be necessary in this scenario.

B: We have a connection problem. Pinging the FTP server is not of much use.

C: Pinging the local host can be used to test if TCP/IP has been installed correctly.

QUESTION NO: 207
E-mail and FTP services work at which OSI layer?
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A. Presentation
B. Session
C. Application

Answer: C
Explanation: E-mail and FTP services operate at the application layer of the OSI layer.
Other application layer protocols/services areTelnet, SMTP, SNMP, DNS, and HTTP.

QUESTION NO: 208
Which of these is the most secure choice for a user password?

Uone
UserO
Password
User$one

oSowp

Answer: D
Explanation: It is best to mix alphanumerical and non alphanumerical letters. The length
of the password is also important.

Incorrect Answers

A: To short and only alphanumerical letters.
B: Too short.

C: Only alphanumerical letters.

QUESTION NO: 209
With regard to NT and NetWare 5 connectivity, what protocols can be used to connect
the two? (Choose two)

1P

IPX
NetBEUI
DLC

oOwp

Answer: A, B
Explanation:
A: IP is supported by all modern network operating systems including NT and NetWare.
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B: Novell made IPX. Windows support IPX/SPX with the NWLink protocol.

Incorrect Answers
C: NetBEUI is not supported by NetWare 5.
D: DLC is mainly used in IBM mainframes and HP legacy printers.

QUESTION NO: 210
Which TCP/IP protocol does a UNIX server use to send e-mail to another UNIX server?

A. POP3
B. SNMP
C. SMTP
D. FTP

Answer: C
Explanation: Simple Mail Transport Protocol (SMTP) is the protocol that e-mail servers
use to transmit messages to each other across the Internet.

Incorrect Answers

A: Post Office Protocol (POP3) is one of the protocols that e-mail clients use to retrieve
their messages from an e-mail server.

B: Simple Network Management Protocol (SNMP) is a network management protocol.

D: FTP is used for file transfers.

QUESTION NO: 211
Which routing method requires the most administrative overhead?

Bridging
Static
Dynamic
Relay

oOwp

Answer: B

Explanation: Static routing requires manual configuration of the routing tables. The
administrator must add and delete each single route. This can easily get out of hand if the
routing tables are large.

Incorrect Answers
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A: Bridging is not a routing method. Bridges works at the Data Link layer, layer 2, of the
OSI model. Routing takes place at the Network Layer, layer 3.

C: Dynamic routing is automatic. Routers exchange routes between themselves. It
requires little or no administrative effort.

D: Relaying is not a routing method.

QUESTION NO: 212
What can convert media types?

A. Transceiver
B. Hub

C. Gateway

D. Switching Hub

Answer: B

QUESTION NO: 213
What network topology is most fault tolerant and has the most redundancy?

BUS
RING
STAR
MESH

o0

Answer: D
Explanation: In a meshed topology every device is directly connected to all other
devices.

Incorrect Answers

A: A bus is a single network segment. If this segment breaks the whole network stops to
function.

B: If a single link in a ring network fails, the whole ring fails.

C: The central hub in a star toplogy is a single point of failure.

QUESTION NO: 214
What does a patch cable connect to in a token ring network?
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A. A workstation to a router
B. Two workstations
C. Two MAU's together

Answer: C
Explanation: MAUs are hubs in a token ring network. Two MAU s are interconnected
with a patch cable.

Incorrect Answers

A: In a token ring environment a workstation would not be directly connected to a
rouoter.

B: Two workstations are connected with a standard STP/UTP cable.

QUESTION NO: 215
A UNIX server on the Internet is configured to host a web site and an FTP site. How will
the server know what service incoming packets are intended for?

Protocol ID

Port number
Host header
TCP address

o0

Answer: B

Explanation: Both HTTP and FTP use the TCP protocol. HTTP use TCP port 80 and
FTP use TCP port 21. The server will use the port number to distinguish between the
traffic.

Incorrect Answers

A: Both HTTP and FTP use the TCP protocol.

C: Host headers are used by web servers to distinguish between virtual sites. It is not
used to distinguish between protocols.

D: TCP does not have any address. IP is the address part of the TCP/IP protocol.

QUESTION NO: 216
What must you have on your workstation to implement a full suite of network card
diagnostics?

A. Router
B. Hardware loop
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C. Protocol analyzer
D. Additional NIC

Answer: B
Explanation: A hardware loop adapter is used to enable the full troubleshooting of a
network adapter.

Incorrect Answers

A: A router is used to route data throughout a network.

C: A protocol analyzer is used to analyze traffic on a network.
D: Another network adapter is not required.

QUESTION NO: 217
A user complains of slowness accessing a web page on the intranet. What utility can you
use to find the bottleneck?

TELNET
PING
TRACERT
NBTSTAT

oowp

Answer: C

Explanation: Tracert can be used to trace a route between two devices. The trace
includes information connectivity and speed. It would be possible to locate the
bottleneck.

Incorrect Answers

A: Telnet is used for remote login.

B: Ping only tests connectivity.

D: Nbtstat displays information about the NetBIOS over TCP/IP connections. It would
be useful to identify

QUESTION NO: 218
What layer of the OSI model places the signal on the cable?

Physical
Network
Data Link
Transport

oOwp
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Answer: A
Explanation: The physical layer is responsible to move bits between devices and
specifies voltage, wire speed and pin-out cables.

Incorrect Answers

B: The network layer provides logical addressing which device us for path destinations.
C: The data link layer combines bits into bytes and bytes into frames, provided access to

media using MAC addresses, and error detection.
D: The transport layer provides for both reliable and unreliable delivery and error
correction before retransmit.

QUESTION NO: 219
What are the most common IEEE standards? (Choose three)

802.2
802.3
802.4
802.5

o0

Answer: A, B, D

Explanation:

A: 802.2 defines Logical Link Control. It is used both by 802.3 and 802.5.
B: 802.3 is the Ethernet standard. It is the most common IEEE standard.
D: 802.5 defines token ring.

Incorrect Answers
C: 802.4 describes the token bus standard, not a popular implementation.

QUESTION NO: 220
Routers operate at the ?

Transport Layer
Network Layer
Data Link Layer
Application Layer

oOwp
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Answer: B
Explanation: Routers work at layer 3 of the OSI model, the Network layer. Routers route
traffic.

QUESTION NO: 221
Which of the following security scenarios is the most restrictive?

A. Share level access
B. User level access
C. None of these

Answer: B

Explanation: User level security is more granular that share level security. Furthermore,
as user level security implements centralized security which enables a more restrictive
network wide security approach.

QUESTION NO: 222
You manage a Windows NT network with five clients. Which two commands can you
use to view the routing table of your NT server? (Choose two.)

A. arp

. ping
route
tracert
netstat
nbstat

mmoaw

Answer: C, E

Explanation:

C: The route command displays the routing table.

E: netstat -r displays the routing table, plus the current active connections.

Incorrect Answers

A: arp would show IP address to MAC address mappings.
B: Ping is used to test network connectivity.

D: Tracert is used to test routes between devices.

F: nbstat show NetBIOS mappings.
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QUESTION NO: 223
A user complains that he can't log onto a server. What troubleshooting steps should you
take to resolve the problem? (Choose three)

Ask a user on the same segment to try and connect.
Ask a user on a remote segment to try and connect.
Replace the NIC.

Try and ping the server.

oowp

Answer: A, B, D

Explanation:

A, B: We could ask other users, either on the same segment or on remote segment, to
try and connect. This could help us to localize the problem.

D: We should see if we have connectivity between the client computer and server.

Incorrect Answers

C: If we localize the problem to the computer and exclude configuration problem we
could consider replacing the NIC. However, we should try to find simpler solution
first.

QUESTION NO: 224
Which backup method can you combine with differential backup?

A. full backup

B. incremental backup
C. decremental backup
D. comparative backup

Answer: A
Explanation: First we must perform a full backup, and then we are able to perform
differential backups.

Incorrect Answers

B: Differenatal backups require that a full backup has been performed.
C: There is no such thing as a decremental backup.

D: There is no such thing as a comparative backup.
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QUESTION NO: 225

You need to connect three network segments where one segment is using TCP/IP and
NetBEUI, and the other two segments use NetBEUI alone. Which hardware device
should you use?

hub
router
gateway
brouter

oowp

Answer: D
Explanation: A brouter could bridge NetBEUI traffic and route TCP/IP traffic. This
would be the most effective solution.

Incorrect Answers

A: A hub would connect the two network segments, however network performance
would decrease.

B: NetBEUI is not routable. NetBEUI traffic would not be able to pass the router.

C: A gateway is not necessary. No translation between protocols is required.

QUESTION NO: 226
You have three hard disks with capacities of 200 MB, 400 MB, and 500 MB.
Which storage technology would allow the largest contiguous space for data?

volume
striping
partition
mirroring

oOwp

Answer: B
Explanation: Disk striping, RAID 0, would allow 1100MB of storage space. All
available space could be used.

Incorrect Answers

A: A volume could ordinarily not span several disks.

C: A partition cannot span several disk. It must be contained on a single physical disk.

D: Mirroring could only use two hard disks. Furthermore, mirroring provided a disk
utilization of only 50%
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QUESTION NO: 227
Which application supports NetBIOS over TCP/IP?

IP
DNS
NFS
WINS
NTFS

moaw»>

Answer: D
Explanation: WINS provides NetBIOS to IP resolution.

Incorrect Answers

A: IP is a protocol not an application.

B: DNS provides host name resolution, not NetBIOS resolution.
C: NFS is Novell’s file system.

E: NTFS is the file system of Windows 2000/XP/.NET and later.

QUESTION NO: 228
Which type of hub is limited to supporting distances of less than 30 meters (100 feet)?

active
hybrid
passive
switching

o0

Answer: C
Explanation: Maximum distance between a Passive Hub and an Active Hub or a
workstation is 30 meters.

Incorrect Answers

A: Active hubs supports longer distances.

B: A hybrid hub would be considered active and therefore support longer distances than
a passive hub.

D: There are no such thing as switching hubs.

QUESTION NO: 229
You load print services on a server and the service does not appear to have started and is
causing problems. Where would you look to investigate further?
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Registry
Network settings
Log file

DNS

oOwp

Answer: C

Explanation: The log files contain alerts and errors regarding network services.
Troubleshooting information regarding the failure of the print service should be found
here.

Incorrect Answers

A: It would be very awkward to try the cause of the problem by looking into the registry.

B: The network settings could be a problem. However, it is better to start with checking
the log filers for possible errors.

D: The print service should ordinarily not depend on the DNS service. Furthermore it is
better to start with checking the log filers for possible errors.

QUESTION NO: 230
You want to connect your network to the Internet but are concerned that users will
download viruses. What can you do to protect the systems?

Install virus protection on each workstation
Install a network virus protection suite
Install a firewall

Install a proxy

o0

Answer: B

Explanation: A network protection suite provides network wide anti-virus protection and
keeps the installation, administration and monitoring effort to a minimum. This is
achieved by the centralized virus protection suite.

Incorrect Answers

A: It could be a daunting administrative task to install virus protection on each
workstation. Furthermore, it would be less easy to administer and monitor such a
solution.

C: A firewall provides protection at port, IP address, or protocol level. A firewall cannot
stop viruses however.

D: A proxy provides better network performance, but is not capable of stopping viruses.
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QUESTION NO: 231
Which IP Address is a Class B address?

127.26.36.85
211.39.87.100
89.156.253.10
191.123.59.5
199.236.35.12

moaw»>

Answer: D
Explanation: Class B address are in the 129.0.0.0 through 191.255.255.255 range

Incorrect Answers
B, E: These are class C addresses since the first octet is in the 192 through 223 range.
A, C: These are a class A address since the first octet is in the 1 through 127 range.

QUESTION NO: 232
You have an email server using SMTP. You want to check that it is accepting requests
on port 25. What can you use?

Ping the email server
Telnet

NETSTAT
NBTSTAT

oOwp

Answer: B
Explanation: We can use telnet to test if a particular port is open.

Incorrect Answers

A: Ping can only be used to test connectivity, not to test any ports.

C: Netstat is a command-line program that displays information about a TCP/IP
computer's current network connections .

D: Nbtstat.exe is a Windows command-line program that displays information about the
NetBIOS over TCP/IP connections.

QUESTION NO: 233
Which of the following uses TDM (Time Division Multiplexing)?

A. Broadband
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B. Baseband
C. Wideband

Answer: B

Explanation: Baseband technologies can use time division multiplexing (TDM) to
transmit data signals more efficiently. In TDM, signals are allowed to use the network
medium for a certain block of time. When this block of time has expired, then the signal
must give up the network medium to another signal.

Incorrect Answers

A: Broadband use frequency division multiplexing (FDM) to transmit several signals
concurrently.

C: Wideband does not use FDM.

QUESTION NO: 234
To configure TCP/IP to use WINS what settings on your PC must be set properly?
(Choose two)

Primary WINS Server
Scope ID

Enable WINS Resolution
Secondary WINS Server

oowp

Answer: A, C

Explanation:

A: We must define at least a primary WINS Server.
C: We must also enable WINS Resolution.

Incorrect Answers
B: ScopelD is not used in WINS. It is a DNS concept.
D: A secondary WINS Server would provide fault tolerance, but is not strictly necessary.

QUESTION NO: 235
Which router on your segment is sent all the packets destined for the remote network?

A. Bridge
B. Switch
C. Default Gateway
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Answer: C
Explanation: All non-local traffic must pass the router.

Incorrect Answers
A: A bridge only connect two network segments.
C: A switch is just a more efficient hub. A switch transmits data-

QUESTION NO: 236
You have many users who access the Internet. You are worried about security. What can
you use so that only one IP is visible when users connect to the Internet?

FTP

HTTP

Proxy Server
NBT Server

o0

Answer: C
Explanation: A proxy server can implement network address translation (NAT). Private
addresses could be used on the network and just a one IP public need to be used.

QUESTION NO: 237

You are installing a NetWare based server system. You have 10 Windows 95
workstations and 4 Unix workstations. What do you install on the Windows 95 systems
that will allow you to connect to the NetWare server? (Choose two)

Novell Client for Microsoft Windows systems
Novell Client for Windows

Microsoft Client for Novell NetWare

Novell install suite

oOwp

Answer: B, C
Explanation: We can either use the Novell Client for Windows, or the Microsoft Client
for Novell NetWare.

Incorrect Answers
A, D: There are no such things.
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QUESTION NO: 238
You want to check your local TCP/IP connection. How? (Select 2)

Ping host
Ping localhost
Ping 127.0.0.1
Ping 127.0.0.0
Ping local

moawy»

Answer: B, C
Explanation: We must ping the local host address. We must either use localhost or the IP
address of 127.0.0.1.

QUESTION NO: 239
What client software is required on Windows 95/98 to browse an NDS tree? (Select two)

Novell Client for Windows

Microsoft Client for Novell NetWare

Novell Client for Microsoft Windows systems
Novell install suite

o0

Answer: A, B

Explanation: We can either use the Novell Client for Windows, or the Microsoft Client
for Novell NetWare. This would allow the Windows client to connect to the Novell
Server and browse the NDS (Novell Directory Services) tree.

Incorrect Answers
C, D: There are no such things.

QUESTION NO: 240
What IEEE specification does CSMA/CD map to?

802.4
802.2
802.3
802.6

oOwp
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Answer: C
Explanation: CSMA/CD is better known as Ethernet. Ethernet is defined in the IEEE
802.3 standard.

Incorrect Answers

A: 802.4 describes the token bus standard, not a popular implementation.
B: 802.2 defines Logical Link Control. It is used both by 802.3 and 802.5.
D: 802.6 defines a MAN (Metropolitan Area Network) standard.

QUESTION NO: 241
Which of the following is true of user level security?

A. It has less permissions than share level security
B. Permissions are assigned to resources
C. It 1is centrally administrated

Answer: C
Explanation: User level security is centrally configured on a server.

Incorrect Answers
A: Share level security has less permissions compared to user level permissions.
B: Permssions are assigned to users and groups.

QUESTION NO: 242
What utility do you use to check your IP configuration on a Windows 95/98 workstation?

NETSTAT
PING
WINIPCFG
IPCONFIG

oOwp

Answer: C
Explanation: The graphical utility are used on Windows 9x to manage IP configuration.

Incorrect Answers

A: Netstat displays information about the traffic generated by the various TCP/IP
protocols.

B: PING is only used to test network connectivity.
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D: Windows NT/2000/XP/.NET machines have the IPCONFIG utility to manage IP
configuration. [IPCONFIG cannot be run on Windows 9x macheines.

QUESTION NO: 243
What can be used to transfer a file from a UNIX server to yours?

Telnet
Netstat
FTP
NBTSTAT

oowp

Answer: C
Explanation: FTP (File Transfer Protocol) can be used to transfer files between different
computer systems. For example between UNIX and Windows computers.

Incorrect Answers

A: Telnet is used for remote login.

B: Netstat displays information about the traffic generated by the various TCP/IP
protocols.

D: Nbtstat.exe displays information on the NetBIOS over TCP/IP connections.

QUESTION NO: 244
What network utility is the following printout from?

Internet Address Physical Address Type
10.36.14.92 00-60-08-75-43-d7  static
197.45.367.42  20-53-32-45-00-00  dynamic
123.34.34.34 20-53-54-67-00-00  dynamic

NETSTAT
NBTSTAT
ARP
Ipconfig

oOwp

Answer: C

Explanation: The exhibit displays entries that contains both IP address and MAC
address (Physical Address). These entries are contained in the ARP cache and could be
displayed with the “arp —a” command.
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Incorrect Answers

A: Netstat displays information about the traffic generated by the various TCP/IP
protocols.

B: Nbtstat.exe displays information on the NetBIOS over TCP/IP connections.

D: Ipconfig is used to display and configure IP.

QUESTION NO: 245

Tom is trying to back up data to a DLT tape drive. He receives an error message that the
tape drive is not available, this occurs even if Tom tries a new cartridge. What can you
do to resolve the problem?

Replace the cable

Replace the tape drive

Put a tape cleaner into the drive
Replace the adapter card

o0

Answer: C

QUESTION NO: 246
What layer of the OSI model ensures packets are delivered error free, in sequence, and
without losses?

Network
Transport
Physical
Data Link

oOwp

Answer: B

Explanation: The transport layer provides for both reliable and unreliable delivery and
error correction before retransmit. The transport layer ensures that packet are delivered
error free, in sequence, and without losses.

Incorrect Answers

A: The network layer provides logical addressing which device us for path destinations.

C: The physical layer is responsible to move bits between devices and specifies voltage,
wire

D: The data link layer combines bits into bytes and bytes into frames, provided access to
media using MAC addresses, and error detection.speed and pin-out cables.
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QUESTION NO: 247

You have 300 users that all access the Internet through a T1 link. Typically, the majority
of the users access the same Web sites. Which Internet technology could you implement
to improve the performance of their Web surfing?

IP Proxy
HTTP Proxy
WINS Proxy
FTP Proxy

o0

Answer: B

Explanation: Hypertext Transfer Protocol (HTTP) provides web access. Proxy servers
can help improving performance by local caching. HTTP proxy caches web pages that
are accessed.

Incorrect Answers

A: IP Proxy is used for IP tunneling.
C: WINS is used for name resolution
D: FTP is used for file transfers.

QUESTION NO: 248
Exhibit:

Internet

Router A
B
I
[o] [oococo] [oo]

Hub

Workstation
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In the configuration shown in the exhibit, the link lights on the interface A of the router
and interface B of the hub are not lit. All other link lights are lit. Which component is
LEAST likely to have failed?

hub
modem
router
patch card

o0

Answer: B

Explanation: The problem is between the router and hub. It could a problem with the
router, perhaps the port, or it could be a failure on the hub, or finally it could be patch
cable between the hub and the router that is bad.

The modem is not related to this problem.

QUESTION NO: 249
Computers are rebooting spontaneously. The room is cold and there are space heaters in
use. What is the problem?

Bad NICs

Bad UPS

Bad wiring

Voltage drop at the outlet

o0

Answer: D
Explanation: Uneven voltage, spikes, sags, or brownouts, could cause computers to
reboot spontaneously. An UPS could solve the problem at hand.

Incorrect Answers

A: Bad NICs is not the most likely cause of this problem.

B: This could be a cause of the problem; however no UPS is mentioned in the scenario.
C: Bad wiring could be the cause of the problem, but it is not the most likely cause.

QUESTION NO: 250
Which transport layer protocol can be validated by successfully using FTP?

A. IP

B. TCP
C. UDP
D. ICMP
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Answer: B
Explanation: FTP uses TCP. TCP connection-oriented is a transport layer protocol.

Incorrect Answers

A: IP is a network protocol.

C: UDP is a conenction-less transport layer protocol. TFTP, not FTP, uses UDP.
D: ICMP is an IP management protocol.

QUESTION NO: 251
A firewall protects an internal private network from the Internet by filtering TCP/IP
traffic based upon which three parts of a TCP/IP packet? (Choose three.)

A. port number

B. DNS lookup order

source IP address

IPX network number
destination IP address

WINS server NetBIOS name

mmoa

Answer: A, C, E

Explanation: Fireall filtering can be done using
e port numbers (A)

source addresses (C)

destination address (E)

protocol (not listed here)

Incorrect Answers
DNS lookup order, IPX nerwork number and WINS server NetBIOS name are irrelevant
for TCP/IP filtering on firewalls.

QUESTION NO: 252
Which two terms are synonymous? (Choose two.)

ROM

RAM

firmware
freeware

hard drive space

moawx>
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Answer: A, C

Explanation: Firmware consists of programs installed semi-permanently into memory,
using various types of programmable ROM chips. So we can say that the concepts of
Firmware and ROM are connected, though they are not strictly synonoums.

Incorrect Answers
The other terms are not directly connected to each other.

QUESTION NO: 253
Which header field is used to route datagrams?

port address

MAC address
source address
destination address

oowp

Answer: D
Explanation: A router use the destination address to decide where to send the data next
when it routes data.

Incorrect Answers

A: The port address is used when filters are applied, not to route data.

B: Routers work at the network layer of the OSI model. MAC address belongs to the
Data Link layer. Switches and bridges use MAC addresses to forward data in the
correct direction.

C: The source address is not used when routing data.

QUESTION NO: 254
What is the physical layout of components on a network called?

backbone
protocol
segment

topology

oOwp

Answer: D
Explanation: The topology is the pattern used to connect the computers together.
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Incorrect Answers

A: The backbone is the highspeed connections that connect different LANSs.
B: Networked computers use protocols to communicate.

C: A segment is only one part of the network.

QUESTION NO: 255
Which TCP/IP protocol will your e-mail client use to download mail from the server?

A. FTP

B. POP3
C. SMTP
D. SNMP

Answer: B

Explanation: POP3 is the most recent version of a standard protocol for receiving e-
mail. POP3 is a client/server protocol in which e-mail is received and held for users by
their e-mail server.

Note: POP stands for Post Office Protocol.

Incorrect Answers

A: FTP is used to transfer files.

C: SMTP is used for sending e-mail and for communication between e-mail servers.
D: SNMP is used to monitor network traffic.

QUESTION NO: 256

You are the administrator of a network with 250 nodes. You want to implement video
conferencing, but your network is performing poorly. Through network work analysis
software, you determine that the hub is the bottleneck. Which device should you install
in place of the hub to alleviate the bottleneck?

A MAU

A switch

A repeater

A transceiver

oOwp
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Answer: B

Explanation: The capacity on the hub are shared by all ports, but a switch increases
performance by giving each port on the switch the full capacity. For example, on a
100Mbps switch each port has 100Mbps capacity at all times.

Incorrect Answers

A: A MAU is a specialized hub used in token ring networks.

C: A repeater only regenerates the signal. It does not affect the speed.

D: A tranceiver is used to conenct the network adapter with the network media. It is not
a bottleneck, it is just a connector.

QUESTION NO: 257
What is one disadvantage of using a bus topology on a 100 user network?

A. Prone to cable faults
B. Requires expensive cabling
C. You have to terminate each node

Answer: A

Explanation: A single bus segment is a single point of failure. If the cable is broken in
just a single point, the whole network would go down. It would be better to separate the
network into several interconnected network segments.

Incorrect Answers
B: Bus toplogy requires less cabling than star topology for example.
C: A bus must only terminated at both ends, not at each node.

QUESTION NO: 258
The unique number stamped onto every Ethernet card ever made is known as a

Hosts Address
Serial Number
IP Address

MAC Address

oOwp

Answer: D
Explanation: Every Network Adapter has a unique Media Access Control (MAC)
address.
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Incorrect Answers

A: A host address is a logical address, not a physical address, typically an IP address.
B: Network adapters have MAC addresses not serial numbers.

C: A network adapter could be configured with different IP addresses.

QUESTION NO: 259
Servers are rebooting. An investigation indicates humidity of 40% and a temperature of
95 degrees Fahrenheit. All UPS units are working. What should you do?

A. Lower the temperature
B. Increase temperature
C. Do nothing

Answer: A

Explanation: A too high temperature could cause the server to reboot. We should
therefore try to lower the temperature. We could, for example, add extra fans or replace
malfunctioning fans.

Incorrect Answers
B: An increased temperature would not improve the situation.
C: We should take some action. Automic unscheduled reboots of server is unacceptable.

QUESTION NO: 260
You use NetBEUI exclusively on your network. Traffic is heavy. What can you do to
improve performance?

Segment the network with a bridge
Use a gateway

Use a repeater

Use a router

oOwp

Answer: A
Explanation: We could segment the network with a bridge. Bridges work at the data link
layer of the OSI model and are able to contain traffic within a segment.

Note: Broadcasts would still reach the whole network. It might therefore be better to use
a router and a routable network protocol. However, that is not an option in this scenario.

Incorrect Answers
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B: A gateway is used to transfer between different network protocol. But in this scenario
only a single network protocol is used so there would be no use of a gateway.

C: A repeater only regenerates the signal and increases the maximum distance on the
network.

D: NetBEUI is not a routable protocol.

QUESTION NO: 261
You must implement a remote access strategy for your corporate network.
Required objectives:

e Full WAN connectivity.

Optional objectives:
e Secure connection.
e Access via Internet Service Provider (ISP).

Proposed solution:
e Use PPTP.

Which objectives are met by the proposed solution?

The required and both of the optional results
The required and one optional result

The required and no optional results

None of the objectives are met

oOwp

Answer: A

Explanation: Point to Point Tunneling (PPTP) protocol can be used to connect different
LANS to achieve WAN connectivity (Required objective met).

PPTP use secure tunneling through the WAN media (1% optional objective met).

ISPs provide internet access. PPTP connectivity can be implemented through Internet (2™
optional objective met).

QUESTION NO: 262
Which of these protocols are routable? (Choose two)

NetBIOS
NetBEUI
1P

TCP

IPX

moawx>
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Answer: C, E
Explanation: Routing takes place at the network layer of the OSI model. IP and IPX are
routable network layer protocol.

Incorrect Answers

A: NetBIOS is strictly speaking not a protocol.

B: NetBEUI only use broadcasts and are not routable.
D: TCP is a transport layer protocol.

QUESTION NO: 263
What is the best strategy for implementing a continuous power supply?

A. UPS
B. SPS
C. CPU

Answer: A

Explanation: Unlimited Power Supply (UPS) units is a good strategy to protect against
disruptions of the power source. An UPS could provide supply for some hours, if the
main power supply is down.

Incorrect Answers
B: SPS does not apply here.
C: The central processor (CPU) only consumer power. It cannot provide power.

QUESTION NO: 264
On an NT4 system what command do you use to determine what the workstation's IP
address is?

IP
WINIPCONFIG
IPCONFIG
IPSTAT

oOwp

Answer: C
Explanation: [IPCONFIG is a command-line utility that is used to display and configure
IP on Windows NT/2000/XP/.NET computers.
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Incorrect Answers
A: IP is a protocol, not a utlity.

B: Winipcfg only works on Windows 9x computers.

D: IPSTAT is not a utiltiy for Windows system.

QUESTION NO: 265
Which hub type boosts signal strength?

A. Passive
B. Hybrid
C. Token
D. Active

Answer: D
Explanation: Active hubs regenerate the signals.

Incorrect Answers
A: Passive hubs just distributes the signals.

B: The notion of hybrid hubs would apply the USB hubs that are both bus powered and

self-powered. However, a hybrid hub could be either passive or active.
C: MAU are hubs that are used in token rings. MAUs are not called token hubs.

QUESTION NO: 266

You cannot connect to a network server. The light in the back of the NIC is not flashing.
You change the patch cable and it is still not flashing. You go into the wiring closet and
switch the connector from one connection on the hub to another. You check the NIC

light and it is blinking. What should you do next?

Replace the NIC

Replace the HUB

Log in and try to transfer a file
Replace the cable

oOwp

Answer: C

Explanation: The light on the NIC is blinking. This indicates that the NIC is able to

communicate with the hub. We should try the connection, for example by trying to

transfer a file.
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Incorrect Answers
The NIC and the hub have physical connectivity. We should try it works, and there is no
need to replace anything at this point.

QUESTION NO: 267
Which type of IP routing incorporates RIP?

CRC
Static
Dynamic
Circular

oWy

Answer: C

Explanation: RIP uses dynamic routing. Dynamic routing is when the routers exchange
routing information automatically. Dynamic routing enables the routers to build their own
routing tables.

Incorrect Answers

A: CRC is used to detect errors in data.

B: Static routing does not involve any routing protocol. The administrator must manually
add the appropriate routes into the routing table.

D: There is no such thing as circular routing.

QUESTION NO: 268

On a TCP/IP network, each computer that is assigned a network ID is called a
?

Name server
Workstation
Server

Host

oOwp

Answer: D
Explanation: All devices that is assigned a network ID (an IP address), is called an host.

QUESTION NO: 269
What UART chip is needed to provide a modem connection of 115200 bps?
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85.xx
65.xx
100.xx
165.xx

oOwp

Answer: D
Explanation: Most computers today have 16550 UART chips for both of their serial
ports, which can run as fast as 256 Kbps.

QUESTION NO: 270
Which three connectors can be used with external SCSI interfaces? (Choose three.)

A. DB-25 Female

B. Centronics-36
Centronics-50

High density 68-pin
DB-9 Male

RJ-11

mmon

Answer: A, C,D

Explanation:

A: DB-25 female adapter are used on some older SCSI implemenations.

C: The earliest SCSI implementations used a 50-pin Centronics connector for external
connections

D: Later SCSI implementations use unique 50-pin High-Density or 68-pin High-Density
connectors on their cables.

Incorrect Answers

B: A 36-pin Centronics connector is used to connect to printer (print device).
E: DB-9 male cannot be used as a SCSI connector. It has too few connectors.
F: RJ-11 is used to connect a telephone.

QUESTION NO: 271
Which TCP/IP utility produces the following sample output?

I <I0ms Ims <10ms 192.168.2.99
2 105ms 92ms 98 ms qrvl-67terminalOl.epoch.net [199.24.67.3]
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123 ms
123 ms
136 ms
143 ms
146 ms
131 ms
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110 ms
109 ms
112 ms
130 ms
126 ms
129 ms
128 ms

NI10-002

98 ms qrvl.epoch.net [199.24.67.1]

118 ms
114 ms
133 ms
138 ms
133 ms
139 ms

svcr03-7b.epoch.net [199.24.103.125]
clsm02-2.epoch.net [199.24.88.26]
sl-gw19-pen-6-1-0-T3.sprintlink.net [144.228.116.5]
sl-bb10-pen-4-3.sprintlink.net [144.232.5.117]
sl-bb20-pen-12-0.sprintlink.net [144.232.5.1]
sl-bb20-nyc-13-0.sprintlink.net [144.232.18.38]

10 130ms 134 ms 134 ms sl-gw9-nyc-8-0.sprintlink.net [144.232.7.94]

PING

oSowp

Answer: D

NETSTAT
NBTSTAT
TRACERT

Explanation: This output is produced by the TRACERT (traceroute) utility. Traceroute
displays the path that packets take to their destination.

Incorrect Answers
A: PING is only used to test connectivity.
B: NETSTAT displays current TCP/IP connections and information generated by TCP/II

protocols.

C: NBSTAT is used to troubleshoot NetBIOS resolution.

QUESTION NO: 272
"Mirroring" uses what RAID level?

SEel- TS
AW =N

Answer: B

Explanation: Mirroring is also known as RAID-1.

QUESTION NO: 273
IEEE 802.5 maps to

A. Voice data transmissions
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B. Token bus
C. Ethernet
D. Token Ring

Answer: D
Explanation: The IEEE 802.5 standard defines token ring.

Incorrect Answers

A: Voice data transmissions does not map directly to any IEEE 802.x standard.
B: Token bus is defined in IEEE 802.4.

C: The IEEE 802.3 standard defines Ethernet.

QUESTION NO: 274
What layer of the OSI model does a bridge operate under?

Session
Data Link
Transport
Network

o0

Answer: B
Explanation: Bridges work at the Data Link layer, layer 2, of the OSI model. Bridges
use MAC address to forward data to the correction destination.

Incorrect Answers
A, C: No particular network device work at the session or at the transport layer.
D: Routers work at the network layer.

QUESTION NO: 275

Maria, who works in the finance department, calls you and states that she cannot print to
the network printer. She is member of a group who has the correct permissions to print.
However, all other users of the same group can print to the printer. What is the problem?

A. Her user access permissions are set wrong
B. Her printer domain is set wrong
C. Her share access is set wrong
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Answer: A
Explanation: To be able to print you must have print permission (access permission) to
the printer.

Incorrect Answers

B: The term printer domain does not apply.

C: Share access permissions are used to configure permissions for folders and files that
are shared, and not for sharing printers.

QUESTION NO: 276
Exhibit:

Cable Modem

||
==

Tech Support, TestKing

Proxy Server
Workstation 1 Workstation 2 Web proxy only
18.1.10.2

The customer reports loss of Internet connectivity from all workstations. Tech Support
can ping the router but cannot Telnet into it. ICMP port is not open in the router. Which
two steps would be useful in troubleshooting this problem? (Choose two.)

Restart the router.
Replace patch cord C.
Replace patch cord A.
Replace patch cord B
Restart the cable modem.

moawy»

Answer: A, B
Explanation:
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A: The router might be malfunctioning. An indication of this possibility is the fact that
Tech Support cannot telnet the router. Rebooting it migh resolve the problem.

B: A faulty patch cable between the router and the hub would affect all workstations. It
could be the reason of the problems.

Incorrect Answers

C, D: All workstations lost network connectivity, not just some. Just replacing a patch
cord between a workstation and a hub would only affect that particular computer
connected through that patch cable.

E: We know that the cable modem is operational since Tech Support can ping the router.

QUESTION NO: 277
A user is having problems accessing the local Intranet web site. How should you
determine if the problem is related to this user's workstation only?

Run WINIPCFG.

Try accessing the Intranet from another workstation.

Try to PING the Intranet from the user’s workstation.

Run TRACERT to the InterNIC from the user’s workstation.

oowp

Answer: B

Explanation: We should try to access the local web site from another computer. If that is
possible, we would have reason to believe that the problem was only the workstation of
this user.

Incorrect Answers
A, C,D: If we troubleshooting the computer locally we could not be sure if the
problem is related to this workstation alone. We must use other workstations as well.

QUESTION NO: 278

You are the network administrator for a network with 10 stations. One workstation
experiences problems communicating with the server. The workstation can communicate
properly during daylight hours, when the room lights are off. You have noticed,
however, that at night, when the lights are on, the workstation experiences this problem.
What could cause this problem?

A. abad port on the hub
B. voltage drop in the cable
C. improperly installed cabling
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D. user's password has expired

Answer: C
Explanation: There is a cabling problem. There is interference between the network
cabling and the power cabling.

Incorrect Answers

A: A faulty port an hub would not cause this behavior.

B: The problem is constant when the lights are on, not just when the lights are turned on.
D: This is not a problem related to permissions or rights.

QUESTION NO: 279
Which statement about user level security is true?

A. The user of each machine can decide which resources from the machine are made
available to other users on the network.

B. The network administrator can decide which resources are made available to other
users on the network.

C. The user of each machine can decide which resources from the network server are
made available to other users on the network.

D. The network administrator can decide which resources are made available to other
users outside the network.

Answer: B

Explanation: User level security is managed centrally from a server by the network
administrators. The network administrators assign permissions for resources on the
network to users and groups.

Incorrect Answers

A, C: User level security is managed centrally from a server, not locally on the
workstations.

D: User level permissions only apply within the network, not outside it.

QUESTION NO: 280
You have several LANSs in your organization. Which three protocols might you use on
these LANs to enable LAN to LAN communication? (Choose three.)

A. TPX/SPX
B. PPP

Leading the way in IT testing and certification tools,
www.testking.com

- 135 -



NI10-002

C. LAT

D. TCP/IP
E. NetBEUI
F. AppleTalk

Answer: A, D, F

Explanation:

IPX/SPX, TCP/IP, and AppleTalk are all routable protocols and can all be used for inter-
LAN communication.

Incorrect Answers

B: PPP is used for WAN connections connecting LANs. PPP cannot be used as a LAN
protocol

C: LAT does not apply here.

E: NetBEUI is not routable and can therefore not be used when LAN to LAN
communication is required.

QUESTION NO: 281
Which 100 Mbps networking standard uses only two pairs of a Category 5 UTP cable?

A. 10BaseT

B. 100BaseT4
C. 100BaseTX
D. 100BaseVG

Answer: C
Explanation: 100BaseTX uses two UTP pairs (four wires) in a Category 5 UTP cable

Incorrect Answers

A: 10BaseT requires Category 3 UTP.

B: 100BaseT4 requires Category 3 UTP.

D: 100BaseVG requires Category 3 unshielded twisted pair (UTP) cable

QUESTION NO: 282
You want to enable WINS on a Windows 9x machine. From the Network Properties
dialog, you have selected TCP/IP and clicked the Properties button.

What should you do next?
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Click the enable WINS resolution button

Click "specify name resolution," type WINS

Click DNS configuration, click the enable WINS resolution button
Click WINS configuration, click the enable WINS resolution button

o0

Answer: D
Explanation: The procedure is.

1. Open TCP/IP properties
2. Find the WINS Configuration tab at the top of the window and click it.
3. Click the Enable WINS Resolution button.

Incorrect Answers

A: First you must click WINS configuration.

B: There is no specific name resolution configuration available.

C: We want to use DNS not WINS. Furthermore, there is no DNS configuration
available

QUESTION NO: 283
Which of these parameters can be configured in your Network Properties? (Choose four)

WINS server IP address
DNS server IP address

IP address

Gateway

IP address of DHCP server

moOOwx>

Answer: A,B,C,D
Explanation: WINS server address, DNS server address, [P address (and subnet mask),
and default gateway can all be configured in Network Properties on Windows computers.

Incorrect Answers
The initial communication between a DHCP client and the DHCP server is achieved by
broadcasts. There is no need for the DHCP client to know the IP address of the DHCP

server. In fact, this is not configurable.

QUESTION NO: 284
What name resolution system can be used across different common network platforms?
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DHCP
NetBIOS
DNS
WINS

o0

Answer: C
Explanation: DNS is used for host name to IP address resolution. TCP/IP is used on
most common network platforms.

Incorrect Answers

A: DCHP automates IP configuration of clients.

B: NetBIOS is not a name resolution scheme. It is a type of naming scheme.

D: WINS is used for NetBIOS name to IP address resolution. It can only be used on
Windows platforms.

QUESTION NO: 285
You can access your Web server by its IP but not by its host name. What type of
problem could be present?

A. WINS
B. LMHOSTS
C. DNS

Answer: C
Explanation: DNS is used to resolve host names to IP addresses. This allows use to use
host names instead of IP addresses. A failure to use host name indicates a DNS problem.

Incorrect Answers

A: WINS is used for NetBIOS name resolution and cannot be used to resolve host
names.

B: The hosts file can be used for host name resolution, however the LMHOSTS file is
used for NetBIOS name resolution and cannot be used to resolve host names.

QUESTION NO: 286
Which Ethernet implementation do you use for a connection of a distance over 1 km?

A. 10Base2
B. 10Base5
C. 10BaseT
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D. 10BaseFX

Answer: D
Explanation: Fiber must be used for connections over 1000 meters in length. 10BaseFX
use fiber.

Incorrect Answers

A: 10Base2 has a maximum connection distance of 185 meters.
B: 10Base5 has a maximum connection distance of 500 meters.
C: 10BaseT has a maximum connection distance of 100 meters.

QUESTION NO: 287
How can you connect with a Unix server using terminal emulation software?

A. FTP

B. Telnet

C. Internet Explorer
D. Netscape

Answer: B
Explanation: Telnet is used for remote login using terminal emulation.

Incorrect Answers

A: FTP is used for file transfers.

C, D: Internet Explorer Or Netscape cannot be used as terminal emulator (without
additional software).

QUESTION NO: 288

Given

» A TCP/IP network environment with multiple subnets.

* A user connects to a Windows NT server named CORPSERYV on its local subnet.
* WINS is NOT in use

A user is moved to another subnet. The user is now unable to login to CORPSERV. What
is the problem?

a HOSTS file needs to be configured

a LMHOSTS file needs to be configured
a SERVICES file needs to be configured
a PROTOCOL file needs to be configured

oOwp
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Answer: A

A Windows NT network either use NetBIOS to IP address, or host name to IP address
resolution. WINS is a NetBIOS to IP address resolution method. Since WINS isn’t used a
host name to IP address mechanism must be in use. Hosts files stores host to IP address
mappings.

QUESTION NO: 289

You are troubleshooting a TCP/IP network and want to test a network adapter on a client
computer. What TCP/IP utility could be used to find out if TCP/IP is configured correctly
on the system, and to find out if the host can contact a host at another location?

ARP
PING
RARP
FINGER

oSowp

Answer: B
PING, a TCP/IP suite utility/protocol, is used to test network connectivity.

QUESTION NO: 290
Which of the following is used by Network Management applications to monitor network
devices remotely?

SNMP
SMTP
DHCP
WINS
DNS

moaQw>

Answer: A

SNMP, or Simple Network Management Protocol, is a protocol designed to give a user
the capability to remotely manage a computer network by polling and setting terminal
values and monitoring network events.

QUESTION NO: 291
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Which of the following devices operate at the Data Link layer? (Choose all that apply.)

Hub
NICs
Router
Switches
Bridges

moawy»

Answer: B, D, E

B: The data link layer is concerned with physical addressing, the MAC addresses which
are stored in the NICs.

D: Layer-2 switches are fast because they do not look at the Network layer header
information, looking instead at the frame's hardware addresses before deciding to
either forward the frame or drop it.

E: A bridge is used to break larger network segments into smaller network segments. It
works much like a repeater, but because a bridge works solely with Layer 2 protocols
and layer 2 MAC sublayer addresses, it operates at the Data Link layer.

Incorrect Answers

A: Hubs work at the physical layer.

C: Routers work at the network layer.

QUESTION NO: 292
Which of the following network devices is used to create a VLAN?

Hub

Bridge
Router
Switch

oOwp

Answer: D
VLANsS, virtual LANSs, are logical LANs created within a switch.

QUESTION NO: 293
Which of the following are valid characteristics of bridges? (Choose all that apply.)

Bridges cannot route traffic on a network.

Bridges can filter data between network segments.

Bridges can link dissimilar physical media, such as twisted-pair and coaxial cable.
Bridges can expand media distances by segmenting the network.

oOwp
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Answer: A,B,C,D

A: Bridges work at the Data Link Layer, Layer 2. In order to route a device must work at
the Network layer, layer 3. Routers are used for routing.

Bridges can filter data at layer 2.

: Bridges can join dissimilar systems.

: Bridges can be used to extend the media distance.

Kol

QUESTION NO: 294
Which of the following most commonly uses shielded twisted pair cabling at speeds of 4
Mbps or 16Mbps?

ATM

Ethernet

FDDI

Token Ring (802.5)

oSowp

Answer: D
Token Ring works at either 4 Mbps or 16 Mbps.

QUESTION NO: 295
In a NetWare NDS Directory, the logical representation of the network is called an NDS

Tree
House
Branches
Land

oOwp

Answer: A
The NDS tree (also called the Directory) allows resources to be managed and displayed
in a single view, providing security access and giving your network flexibility.

QUESTION NO: 296
Which of the following eliminates broadcast storms?

Leading the way in IT testing and certification tools,
www.testking.com

- 142 -



NI10-002

Hub
Repeater
NIC
Router

o0

Answer: D
A router segments the network at Layer 3 into separate broadcast domains.

QUESTION NO: 297
You can successfully ping another computer by IP address but not by its computer name.
Which utility can you use to check for possible problems with WINS name resolution?

NBTSTAT
Route
Nistat
Winipcfg

o0

Answer: A
WINS resolves NetBIOS to IP addresses. The NBSTAT utility can be used to
troubleshoot NetBIOS to IP address resolution.

QUESTION NO: 298
You are adding a client to a 10Base2 Ethernet network. What kind of connector will you
need?

SC
BNC
RJ-45
RJ-11

oOwp

Answer: B
A BNC (Bayonet Neil-Concelman, or sometimes British Naval Connector) connector is
used to connect a computer to a coaxial cable in a IOBASE-2 Ethernet network.

QUESTION NO: 299
Which of the following does Unix use for naming hosts?
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WINS

DHCP

DNS

Active Directory Services

o0

Answer: C
UNIX use DNS for host name to IP address resolution.

QUESTION NO: 300

The Ethernet 5-4-3 rule specifies that a maximum of physical segments

may be used, of which may be populated with hosts, and a maximum of
repeaters may be used to connect the physical segments.

“
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Answer: A

The 5-4-3 rule mandates that between any two nodes on the network, there can only be a
maximum of five segments, connected through four repeaters, or concentrators, and only
three of the five segments may contain user connections.

QUESTION NO: 301
Which two of the following are coaxial cable type? (Choose two)

A. ATM

B. 100BaseFX
C. 10Base5
D. 10Base2

Answer: C,D
10Base5 networks use Thicknet coaxial cable.
10Base2 networks use Thinnet coaxial cable.

QUESTION NO: 302
Which of the following works at the Network layer to provide authentication and
encryption over the Internet?
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SSL
UDP
IPSec
IPX/SPX

oOwp

Answer: C

IPSec encrypts IP communication. IPSec use certificates for secure authentication.
Incorrect Answers

SSL is not a network layer protocol. It is a higher level protocol.

UDP and IPX/SPX does not provide encryption.

QUESTION NO: 303
Which TCP/IP utility can be used to view the path a data packet takes on its way to a
target host?

Route
PING
TRACERT
FINGER

oSowp

Answer: C
Tracert is used to follow the communication path.

QUESTION NO: 304
What port number does the POP3 protocol use?

A. 25
B. 80
C. 21
D. 110

Answer: D
POP is using TCP port 110.

QUESTION NO: 305
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For which of the following does 802.3 set standards?

ATM
Arcnet
FDDI
Ethernet

o0

Answer: D
802.3 is the definition of Ethernet.

QUESTION NO: 306
Which of the following is a MAC address?

00-42-05-31-BE-A0
255.255.255.0
127.0.0.1
192.29.131.222

o0

Answer: A
A MAC address is 48 bits, or 12 hexadecimal digits.

QUESTION NO: 307
Examine the exhibit:
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Internet

Remote Computer

You are using the remote computer to dial in to the network. You are trying to access a
shared resource on PC3, but you cannot connect with PC3 at all. You are able to connect
with PC1 and PC2.

Which of the following is the most likely cause of the problem?

Cable E is defective.
The modem is defective
The hub is defective
The router is defective

o0

Answer: A
The modem, the connection through internet, the router the proxy server, the hub and all

connections except E is working since there are connective between the remote computer
and PC1/PC2.
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QUESTION NO: 308
You want to allow users on a network to be able to send and receive e-mail, but you don't
want them to be able to browse the Web. What kind of firewall could you use?

Packet sniffer
Packet filtering
Data compression
None of the above

o0

Answer: B
We configure a packet filter that allows FTP traffic but blocks HTTP and HTTPS traffic.

QUESTION NO: 309

You are the administrator of a TCP/IP network that has reached 70% utilization. You are
planning to add more computers and want to cut utilization in half by dividing the
network into two subnets. What device should you use to connect them?

Router
Brouter
Repeater
Bridge

o0

Answer: A

A router is used to divide a network into separate segments. Each segment will be a
separate broadcast domain. This will reduce network traffic and network congestion will
drop.

QUESTION NO: 310
What type of connector is used on unshielded twisted-pair cable to connect to a 10BaseT
Ethernet network interface card?

RJ-45
RJ-11
SC
ST
BNC

moawy>
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Answer: A
The RJ-45 connector is used for unshielded and shielded twisted pair (UTP/STP).

QUESTION NO: 311
Which of the following is a class B IP address?

216.122.54.3

119.21.123.67
131.112.45.67
194.60.180.58

oowp

Answer: C
Class B network have addresses in the 128.0.0.0- 191.255.255.255 range.

QUESTION NO: 312
Which of the following devices contains a logical ring inside of it?

MAU
Router
Bridge
Repeater

oOwp

Answer: A
A hub can contain a logical ring inside it. MAU is hub used for token ring networks.

QUESTION NO: 313
Which of the following is most susceptible to electrical interference?

UuTP

STP

Fiber Optic
Infra-red.

oOwp

Answer: A
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Unshielded twisted pair cabling, the most common cabling today, is susceptible to
electrical interference.

QUESTION NO: 314
Which of the following resolves NetBIOS names to IP addresses?

DNS
DSN
WINS
DHCP

o0

Answer: C
WINS resolves NetBIOS names to IP addresses.

QUESTION NO: 315
Examine the exhibit;:
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- Server A

Router B

[o] [cocooo] [oo]

Server B

PC1 B1 is unable to access resources on Server A. It can access resources on Server B
and also on PC B2. The user on PC B2 is able to access Server A.
Which of the following is the most likely cause of the problem?
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The hub is faulty

Router B is faulty

Computer B1 has a misconfigured default gateway.
Server A is not connect to the network

oOwp

Answer: C

PC B2 is able to connect to Server A so the hubs, the routers, the connection through
internet and Server A are all working correctly. There most be a local configuration
problem on PC B1, most likely the default gateway setting.

QUESTION NO: 316

You want to copy some files from a UNIX mainframe to your Windows NT computer
over the network. If the computers are connected using TCP/IP, what utility should you
use?

FTP
HTTP
HTTPS
UTP

oOwp

Answer: A
The File Transfer System (FTP) can be used to transfer files between dissimilar systems
as long both of them use the TCP/IP protocol.

QUESTION NO: 317
What does a router use to segment traffic?

An IP table

A routing table

A bridging table
None of the above

oOwp

Answer: B
A router use the routing table to decide where to send data.
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QUESTION NO: 318
What does a bridge use to segment traffic?

An IP table

A routing table

A bridging table
None of the above

oowp

Answer: D

A bridge does not segment traffic. A bridge connects two segments.

A bridge store MAC addresses of the hosts. This table is used to direct traffic, but not to
segment traffic.

QUESTION NO: 319

Joshua wants to view the current state of his TCP/IP connections, and he wants to display
protocol statistics. Select the best troubleshooting or monitoring tool that he can use to do
this.

Ping
FINGER
NETSTAT
NBSTAT

oowp

Answer: C

Netstat displays network statistics.

Incorrect Answers

Ping is used to test network connectivity.

Finger is used to test if a resource is online.

NBSTAT is used to troubleshoot NetBIOS resolution.

QUESTION NO: 320
Which port does IMAP use by default?

25

110
143
443

oOwp
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Answer: C
IMAP use TCP port 143.

QUESTION NO: 321

Examine the exhibit:
Computer B

=
IP: 193.114.81.26

Subnet Mask:
255.255.255.0

IP:181.130.37.28 IP: 181.130.37.35

IP: 183.114.81.75

Netwaork B
Class C
IP 193.114.81.x
Subnet Mask
255,255,255.0

MNetwork A
Class B
IP 101.120.x.x
Subnet Mask
255,255,240.0

Router A

181.130.37 .1 193.114.81.1

Computer A D \'_@

- @m IP:193.114.81.47

IP: 181.130.37.12
Subnet Mask:
255.255.240.0

Default Gateway:
193.114.81.1

Computer A can connect with computers on Network A, but cannot connect with
computers on Network B. Which of the following solutions will most likely allow
communication between Network A and Network B?

Change the router, it is defective

Change all cables on network B

Change the default gateway on Computer A to 181.130.37.1
None of the above

o0

Answer: C
The default gateway address on Computer A should be the local interface of Router A,
namely 181.130.37.1, not 193.114.81.1 which is the external interface of the router.
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QUESTION NO: 322
Examine the exhibit:

TCP/IP

IPX/SPX

Firewall
Rﬂuter\
=]
[o] [eooooc] [ao]
Hub
PC1 PC2 PC3

A firewall implementation that uses IPX instead of IP on the private network or on a
network segment in between the external and internal networks is using which of the
following?

A. Routing

B. Bridge switching
C. Protocol Switching
D. Private Networking

Answer: C
Protocol switching is required to allow inter-protocol communication.
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QUESTION NO: 323
Examine the exhibit:
IP Configuration I
— Host Information
HostMame | SOMMEN.jacksorville.ne
DNS Servers | 24129.0.34 ]
Hode Tupe | Broadoast
NetBI0S Scopeld |
|F Fouting Erabled [ WIMS Prowy Enabled [

MelBl05 FesolutionUses DHS [

— Ethemet Adanter Infomation

Adapler Address | 00-E0-9753-0C-94

IPaddiess | 1921621101

Subnet Mask. | 255, 255 2650
Default Gatevay | 192 158.1.1
DHCF Server | 19218811

Fiirnary WANS Server |
Secondary WIMS Server |

|eas= Ohtained | 02 06 02 71553 Ak
Leaze Expirzs | 021202 71562 AM

azt Ethernet Adapter

[k I Relesze I

Renew | Releaze Al | Renew .-'f-.lll

The exhibit displays an example of the out put from which TCP/IP utility?

CONFIG
Tracert
PING
WINIPCFG

oOwp

Answer: D

Windows 9x machines have the WINIPCFG utility. Windows NT/2000/XP/.NET
machines have the [IPCONFIG utility instead.

QUESTION NO: 324
Examine the exhibit:
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Peggy
IP: 137.120.89.17
Subnet mask
255.255.240.0

NI10-002

[ ]

IP: 137.120.28.5
Subnet mask

[ &0

Sue
IP: 137.120.28.42
Subnet mask
255.255.240.0

[]

IP: 137.120.89.12
Subnet mask
255.255.240.0

IP: 137.120.89.62
Subnet mask
255.255.240.0

IP: 137.120.89.5
Subnet mask
255.255.240.0

255.255.240.0
8
=
. Hub
| i,
Router

=i
IP: 137.120.28.18
Subnet mask

255.2565.240.0

[
[ &0

IP: 137.120.28.49
Subnet mask
255.255.240.0

Peggy cannot connect to Sue’s computer. She can PING other hosts on her subnet and her

own default gateway. What is the easiest way for Becky to see if she is reaching Sue’s
,Subnet?

Replace the hub

PING 137.120.28.5
Reinstall the NIC driver
Change the NIC patch cable

SCawp

Answer: B

Peggy should ping the external router interface, or more specifically the router interface
on Sue’s subnet.

QUESTION NO: 325
Examine the exhibit:
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Diagram A

Iy [y

Diagram B
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Which of the diagrams represents a ring topology?

Diagram A
Diagram B
Diagram C
Diagram D

o0

Answer: B
A physical ring. It could also be a logical ring within a hub.

QUESTION NO: 326
Examine the exhibit:
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Diagram A

Iy [y

Diagram B
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Which of following diagrams represents a star topology?

Diagram A
Diagram B
Diagram C
Diagram D

o0

Answer: D
Clients (or other network devices) each connected to a central hub (switch/router)

QUESTION NO: 327
Examine the exhibit:
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[
[o] [oococe] [oo]

MAU

o [ocoooe] [eo] ||
MAU

You are the administrator of a token ring network. The network has been running well,
but you have recently expanded your operations and need to add more workstations. You
connect the new workstations to a new MAU and check the link lights. All is well. Then
you connect the new MAU to the old MAU by connecting their Ring In ports. When you

start up the new computers, they cannot log on to the network.
What is the most likely cause of the problem?

ﬁ
ﬁ
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Use a HUB in place of a MAU

Change the topology to Star

You must connect the Ring In port of each MAU to the Ring Out port of the
other.

D. None of the above

Qw >

Answer: C
The Ring In port of one MAU must be connected to the Ring Out port on the other MAU.

QUESTION NO: 328
Refer to the EXHIBIT given below.

Internet

Remote Computer

A = e =]

Router
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Imternet

Femote
Computer

Computerl Computer? Computer3

Users on PC1, PC2, and PC3 are unable to access the Internet. They can access resources
on each other's computers. A remote technician is troubleshooting the problem. He is able
to ping the router and the external interface of the proxy server, but he cannot access their
computers, even though he normally can.

Which of the following are most likely to be the cause of the problem? (Select all that

apply.)

The router is faulty.

The hub is faulty.

Cable B could be defective.

The proxy server may not be functioning correctly.

o0

Answer: C,D

The remote technician is able to reach the Proxy Server, but not the hub. There could be a
communication problem between the Proxy Server and the Hub. Cable B could be
defective or the Proxy Server could be at fault.

Incorrect Anwers
A: The Proxy Server is reachable so there seems to be no problem with the router.
B: The hub is functioning since PC1, PC2, and PC3 are able to communicate.

QUESTION NO: 329
Which three of the following statements about the differences between bridges and
routers are true? (Choose three)
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Bridges are relatively inexpensive.

Bridges are simple to install.

Bridges are complicated to install

Bridges are expensive as compared to routers

Bridges are used to connect LAN segments at the OSI Model Data Link Layer.

moaw>

Answer: A, B, E

Bridges are inexpensive, simple to install, and used to connect LAN segments at the Data
Link Layer.

Incorrect Answers

Routers are more expensive and more complicated to configure.

QUESTION NO: 330
Which of the following is a routable protocol most used on WANs?

WAP
TCP/IP
NetBEUI
IPSec

oSowp

Answer: B
TCP/IP is the most common routable protocol.

QUESTION NO: 331
Which of the following uses cell switching technology to provide 51.84 Mbps or 155.52
Mbps?

ATM
Arcnet
FDDI
Ethernet

o0

Answer: A

Asynchronous Transfer Mode (ATM) is technology arising from international standards
relating to the transmission of data, voice, and video simultaneously over a network at
speeds up to 155Mbps.
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QUESTION NO: 332

You are helping a worker who works remotely from home configure his computer. He is
starting to use DSL and connects his DSL modem to his NIC. In addition to the NIC,
what other adapter is likely to be used by the DSL connection?

RJ-118
SC
ST
PPPoE

oowp

Answer: D
PPPoE is the abbreviation for Point-to-Point Protocol over Ethernet. PPPoE is the
protocol that your DSL ISP uses to transmit information to and from a computer.

QUESTION NO: 333
You are making a patch cable from some bulk UTP cable and need to attach RJ-45
connectors to the ends. Which tool should you use?

Wire cutter

Fox & Hound
Wire crimpers
Connectivity tester

oOwp

Answer: C
RJ45/RJ11 Wire Crimper:

QUESTION NO: 334
Assuming the default subnet mask is used, what is the network portion of the IP address
given below?
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124.128.86.15

124.128
124.128.86
15

124

oowp

Answer: D
This is a class A network address, it is in the 1.0.0.0-126.255.255.255 range. Class A 1P
addresses has an 8 bit network portion and a 24 bit host portion.

QUESTION NO: 335
Which special IP address is reserved for loopback?

0.0.0.1
255.255.255.127
127.255.255.0
127.0.0.1

o0

Answer: D
The loopback address is 127.0.0.1

QUESTION NO: 336
Which of the following is the name given to the unique identifier of each NIC?

LLC Address
IP Address
MAC Address
Subnet Mask

oOwp

Answer: C
Each Network Interface Card (NIC) has an unique 48 bit Media Access (MAC) address.

QUESTION NO: 337
What is the purpose of a MAU?
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To connect web servers to the Internet

To connect desktop computers to ISDN links

To enhance the signal on Ethernet based networks

To connect multiple workstations on a Token Ring network.

oOwp

Answer: D
A MAU is a hub used for token ring networks.

QUESTION NO: 338
Which type of network device is similar to a hub, but it makes a direct connection
between the sending device and the receiving device?

Switch
Brouter
Router
Repeater

o0

Answer: A
A switch implements a separate collision domain for each port. This enables full duplex
operation on each port, increasing network throughput.

QUESTION NO: 339
Which of the following network topologies uses a WAP

Bus

Star
Ring
Wireless

oOwp

Answer: D

The Wireless Application Protocol (WAP) is an open, global specification that empowers
mobile users with wireless devices to easily access and interact with information and
services instantly.

QUESTION NO: 340
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Which LAN network access security does Windows 2000 Server use?

SSL
L2TP
IPsec
Kerberos

Cawp

Answer: D
Windows 2000/.NET uses the Kerberos security protocol for authentication.

QUESTION NO: 341
Which of the following is responsible for routing data to its destination?

1P

UDP
TCP
NetBEUI

SCawp

Answer: A

IP is a network protocol (layer 3 in OSI model) and is responsible for routing data.
Incorrect Answers

UDP/TCP are transport protocol that both relies on IP for routing.

NetBEUI is broadcast protocol that cannot be routed.

QUESTION NO: 342
Which of the following components would be part of a 10Base-T network and not a
10Base5 network?

RIJ-11

RJ-78

BNC

RJ-45 connectors

oOwp

Answer: D
The RJ-45 connector is used for UTP and STP cabling used in 10Base-T networks.
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QUESTION NO: 343
What topology would you use to connect a computer to a network through a single port in
a hub?

Bus
Ring
Star
Mesh
WAP

moawy»

Answer: C
In a star topology each network device, for example the client computers, are directly
connected to a hub port.

QUESTION NO: 344
Which of the following is a Network layer device?

NIC
HUB
Modem
Router

o0

Answer: D
Routers works at Layer 3, the network layer, of the OSI model. Routers route data
throughout the network.

QUESTION NO: 345
Which of the following ports is used for the Simple Mail Transfer Protocol by default?

21
80
81
25
110

moawx>

Answer: D
SMTP use TCP port 25 by default.
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QUESTION NO: 346
Which of the following is NOT a routable protocol?

TCP/IP
NWLink
NetBEUI
AppleTalk

oWy

Answer: C
NetBEUI is a broadcast protocol that isn’t routable.

QUESTION NO: 347
In what operating system is it standard practice to add new features by altering and
recompiling the kernel?

Windows NT
Windows XP
Unix
Macintosh

o0

Answer: C
It is possible to alter and recompile the kernel of UNIX.

QUESTION NO: 348
Which of the following devices can be used to join different network segments, using the
same protocol, to establish two-way connectivity? (Choose two.)

NIC
Hub
Router
MAU

oOwp

Answer: B, D
Hubs can be used to join different network segments. A MAU is a hub used for token
ring networks. A MAU can be used to join two token rings.
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Incorrect Answers

A NIC only connects one network device to a network segment.

A router allows communication between different network segments, however the router
does not join the segments into a single segment.

QUESTION NO: 349
Which of the following have a maximum transmission distance of 100 meters? (Choose
all that apply.)

100BaseTX
10Base2
10BaseT
100BaseFX
1000BaseTX

moaw>

Answer: A, C, E

100BaseTX, 10BaseT and 1000Base TX all use UTP (or STP) cabling and all has the
maximum distance of 100 meters.

Incorrect Answers

10Base2 has a maximum distance of 185 meters.

100BaseFX has a maximum distance of 2000 meters.

QUESTION NO: 350
What technology is used to automate assigning IP addresses and TCP/IP settings?

DNS

Host Files
TCP/IP
DHCP

oOwp

Answer: D

DHCP (Dynamic Host Configuration Protocol) is a network protocol that enables a
DHCP server to automatically assign an IP address to an individual computer's TCP/IP
stack software. DHCP assigns a number dynamically from a defined range of numbers
(i.e., a scope) configured for a given network.

QUESTION NO: 351
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Below is an example of a MAC address.

00-15-FH-T6-03-2N

What part of the MAC address is the identification of the manufacturer of the NIC?

A.

03-2N

B. FH-T6

C. 00-15-FH

D. 00-15-FH-T6-03

Answer: C
The six leftmost hexadecimal digits of the MAC address designates the manufacturer.

QUESTION NO: 352
You need to connect groups of computers that are separated by more than 1000 meters.
Which type of cabling enables you to include the fewest number of repeaters?

oOwp

CATS
CAT3
CAT4

Fiber Optic

Answer: D
Fiber optics has a longer maximum distance.

QUESTION NO: 353
Which of the following protocols are used by NAS devices? (Choose all that apply.)

A.

NFS

B. HTTP

Answer: A, B,E, F

mmoaO

UDP
NetBEUI
TCP/IP
CIFS
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Network-attached storage (NAS) is a concept of shared storage on a network. NAS brings
platform independence and increased performance to a network, as if it were an attached
appliance.

Communication with a NAS head occurs over TCP/IP. More specifically, clients utilize
any of several higher-level protocols (application or layer seven protocols in the OSI
model) built on top of TCP/IP (E). These application level protocols include Network
File System (NFS) for UNIX environments (A), Common Internet File System (CIFS)
for Microsoft Windows environments (F), FTP, HTTP (B), and other networking
protocols.

QUESTION NO: 354
Select all of the following that are valid file or directory permissions in Unix. (Choose all
that apply.)

execute (x)
special (s)

save text bit (t)
everyone (e)
administrators (a)
read (r)

write (W)

ammouawy

Answer: A,B,F, G

A: If execute is set on a directory, permission is given to cd into that directory.

B: A special flag can be set for a directory so that any file created in that directory will
be given the same group as that directory.

F: Ifread is set on a directory, permission is given to list the contents (or files and
subdirectories) within the directory

G: If write is set on a directory, permission is given to change the contents of the
directory

QUESTION NO: 355
Which medium connects a client to a 100Base-T switch?

coaxial

fiber optic
Category 3 UTP
Category 5 UTP

oowp
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Answer: D
100Base-T network requires Category 5-UPT (or STP).

QUESTION NO: 356
Which of the following is a valid IP address with a default subnet mask of 255.255.0.0?

191.172.0.1
61.99.86.145
120.54.10.10
123.144.187.6

o0

Answer: A
Class B network use a 16-bit network mask (255.255.0.0). Class B networks have the
128.0.0.0-191.255.255.255 range.

QUESTION NO: 357
Which of the following is not a protocol, but a security system that uses strong encryption
to encrypt all communications?

IPSec
PPP
TCP/IP
Kerberos

o0

Answer: D
Kerberos is a security system used by Windows 2000 Server, Windows .NET server, and
some UNIX systems.
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